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I ntroduction

The future of Europe and its defense is at the obrdiscussions within the major political and
social spheres of the continent.

In this paper, we try to identify security threatsich could manifest themselves upon the European
Union after selection we retained six threats whaabh will be treated in a small chapter. In those
chapters we will give a brief summary about thdsedts. We also try to put forward solutions and

a short exploration of the required capabilitiesnieet those future challenges.

In the first part, we analyse and discuss comtearpan political, economical and security senarios
of the European Union and provide solutions toftiere. In the second part, we examine the need
and importance to have a strategic relationshifp wther countries in the frame of the European
External Actions mentioning China. The possiblefcts which could rise in the Arctic due to the
melting of the polar ice will be treated in therththapter. In this chapter we will also examine to
role that the EU should play and what capabilitiehould have to play this role. Then, we analyse
the consecuences of the yugoslavian war and akso riacessary requirements that this regions
should achive to their integration in the EU, weus on the political aspects.

What the next question will be is how the Atalamigsion will change in Somalia after 2014 when
the countries get their forces out of this regiod the solutions of it.

The north of africa after the arab spring presaritege number of threats and challenges. It i tim
to look back south to deal with the inestabilitytire region because it may affect the safety of
europe.

Europe; Present and Future

The future of Europe and his defense raises quesstitat embrace different areas of the European
project. In his beginnings, economic developmend #&wng term peace was the primordial
resolution to the then European leaders. Nowadhigsachievement that the European citizens had
experienced has led to the increased of asymmétiggeen member states, as notice by the lack of
concrete results emanated by the actual EuropediedodContrary as ambitious in the forties and
the fifties, Europe hasn’t reach the so requirebilty and economic, political and security
solutions are much in need.

In 2008, the world saw the initial stages of theaficial crises. Europe and it's leaders weren't

prepared for the consequences of a situation tiraedrom the other side of the Atlantic. As time

passed euro zone incapacity reveal issues in gyqatitical and economical consensus solutions
to the financial crises that have already reachotecontinent. Furthermore, three member-states,
Greece, Ireland and Portugal suffer an economidahiention from the Central European Bank

and the International Monetary Fund proving onceanbe inefficiency of the Euro.

Politically, Europe has been suffering a deficit damocratic legitimacy because most of his
citizens’ don’t identify themselves with the paliéins that are seated in Brussels, Strasbourg and
Frankfort. In addition, the reemergence of a hirar power between the state members and the
reason of the present Europe Union advocate trenaygto rethink the union.



In the nineties, the Clinton’s Administration annoed the intention of implementing a Security
Burning Sharing. This “threat” leads to an unexpdcatlevelopment between two opposing state
members, France and United Kingdom, that unlocked ilmprovement of European Policy of

Security and Defense. Nine years later the Treflkysbon renamed to Common Policy of Security
and Defense but constrains of it have been undargimer appliance. Two strategic concepts, the
European Strategy of Security (ESS) in 2003 andRiq@ort on the implementation of ESS in 2008,
agreed on a political consensus regarding thenateand external threats and the way to solved
them.

After this explanation, the question that is raisetow to construct a better future to the Europea
Union on a time that eurocepticism is escalating2 answer is cooperation throughout the Union.
Economy, politics and security are interconnectedenthan ever. The financial-economical crises
raised the problem of managing the way Europe &n seternally and internationally and the
response to it is a broader understanding betwkenstate-members. Moreover, the future of
European security has been explain by the poolshadng concept which advocates the sharing
and reunion of projects and initiatives of miliegi capabiliies among the member-states.
Ultimately, the future of Europe needs a “new bagig” where economy and security are
cooperative as one whereas integration dependseosotution to reverse the democratic issues and
on its ambition to congregate different cultured aauntries.

Threats towards the European Union from Asia/Pacific Region

- China -

Chinaand the EU

Now in this part, we examine possible threats cgnform the Asia/ Pacific region, which is
economically and politically one of the most cotedsand active areas in the world. The Pacific
Ocean, the waters around the Eurasian continerttiarieg into a single maritime ringway that gets
ever more contested. It is in the Pacific Corritt@t maritime disputes seems most threatening, but
for the European Union it would be a mistake to igeblved in those new Asian power plays.
Instead, it should prioritize the Middle Corridtime perilous sluiceway that that connects the mdia
Ocean with the Near East, the pier to the MiddletEad Central Asia. Amongst the countries
which compose this region, China is always wortimgpeonsidered tention maker in this regin and
in the international community. For example, sommamised that China might cut off our trade
lines in case of a conflict and that Europe therefoeeds to collaborate with the United States.
China’s political norms were starting to affect Wées values and the impact of countries like
China on Europe’s strategies. Besides, China’'s@oanand military development are also making
influence in Europe. How should treat the Europdaion China ?

As the world’s largest developing country, Chingoga a huge market potential and abundant
human resources, and it is advantageously placeecriving international transfers of industries
and technologies. At the same time we see somdepnsbabout the violation of copyright and
African affairs coming from this development. Chgdehavior in Africa has illustrated that
different political norms are actively used as arse of influence in competition with other
powers. Besides, China’s manoeuvrability in maksampromises on trade disputes and the
discussion over China’s undervalued currency.



Possible solution

China is making hard questions towards the Europdaion, but the EU can also take several
advantage from this emerging new country. Therefdrat we need is a strategic cooperation with
China. But we can say that a strategic partnersatpveen the EU and China is not materializing,
either on paper, or in practice. The Sino-Europeglationship is by no means an endurable
strategic axis. The EU could benefit from suchratsgic alliance with China, but it has failed to
seize this opportunity. It seems that the Sino-Ream partnership begs for more realism, not for
idealism. There are sufficient shared strategieregts to underpin a more realist relationship.
Realism will also make relations less prone to askb over symbolical issues, permit Europe to
reap larger gains from other powers, and form athwoalternative for the EU’s defective soft
power. While realism might help to strengthen EUr@hrelations, the challenge is to deal with the
EU’s internal realpolitik as well. Europe and Chneaognize the need for stability and peaceful co-
operation. Yet, China’s involvement with multileasm and its diplomatic manoeuvring on
problem states prove its preference for realism.

Departing from a detailed overview of various inggfonal issues ranging from Iran to climate
change, it criticized the European Union for lagkozoherence in approaching China, warned that
inflating the Sino-European agenda without prodgctangible outcomes added to a mutual
expectation gap, and urged for more realism inBbés policy making. EU’s China policy should
therefore depart from a rand bargain that incluthesinterests of all Member States and allows
them to hammer out larger profits than they couddehdone bilaterally with China. We need a
reform concerning the external action service, thatns internal cohesion. Several of Chinese
experts and officials emphasize the fact that the i& facing a severe internal and external
legitimacy crisis.

The Arctic area

The melting of the polar ice will have serious ®gically implications for the European Union and
the rest of the world. Under the polar ice them gneat reserves of natural resources like gas, oil
fish, fresh water and minerals. Exploiting thossoreces will decrease the dependence upon the
Middle East and for some states Russia concernmeygyg supply therefore Arctic nations are
claiming extensions on their exclusive economicaiez (EEZ) by claiming submarine ridges. In
2007 a Russian submarine planted a flag on the bhoswy ridge claiming an extension of the
Russian EEZ. Another way to claim extensions of EiZ is through a military presence in the
claimed region. In the Arctic this has not happeget but EU strategists should consider this
possibility.

Another implication of the melting will be the nega lines of communication (SLOC) that will go
through the arctic area. Some countries alreadjafireg measures to play a more important role in
the Arctic. Russia for example is building new cites for coastal defense and search and rescue
purposes. China is also expressing interest iAtbBc area. China is building new icebreakers for
missions in the Arctic and acquired an observeusti the Arctic council.

The Kingdom of Denmark is the only EU country whiws Arctic claims. The EU should support

Denmark in acquiring a stronger position in theti&rbecause the reserves will give the EU more
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independence on resources and free trade trougArttie area will lead to considerable savings
for shipping companies which will lead to a deceeasconsumer prices. The EU should also play
a role in developing Search and Rescue (SAR) agreesnin the Arctic. This is important because
Russia lacks at this moment the required infratiirecto deliver an efficient SAR service in this
region. The best platform to achieve this goahesArctic Council but at this stage the EU does not
have an observer status in the Council. The EUldhmake a priority of acquiring this status by
settling the trade disputes with Canada, which bandone at the North Atlantic free trade
conference or when Iceland would join the EU thedad exercise more pressure for the observer
status.

Finally it is important to look at the military dension of the Arctic problem. The Russians
foresaw in 2009 the possibility for a conflict imet Arctic and the EU should do the same. If such a
conflict should occur in the near future the EUlViié capable to meet the threat because the
Russian armed forces are on a level of the ninefies Northern fleet comprises old submarines
like the Kilo, Akula, Delta 1V,... and Kirov classusers. If a conflict should occur a coalition of
Germany, the UK and the Netherlands are likely eéoshfficient for countering the threat in the
North. The Scandinavian countries should than facutghe Baltic Sea. The problem is that the EU
is shifting towards a Human Security doctrine amel ¢apabilities required for those missions are
not the anti-aircraft, anti-surface and anti-subnmeamarfare capabilities that are needed to meet
this more conventional but not unlikely threat o future.

The Balkans

The Yugoslav Wars are conflicts that were develdpetdveen 1991 and 2001, resulting in two sets
of successive wars that were affected by the giméo Yugoslav republics. These conflicts were
due largely to ethnic diversity and different cuéis, as well as political and economic causes. The
result was the separation between Serbs on oneasiie€Croats, Bosniaks and Albanians on the
other side.
The main consequences of these conflicts were:

- Massive economic disruption

- Permanent instability.

- Poverty of virtually all former Yugoslav territory.
Following this conflict the current situation is &dlows: Albania, Bosnia, Kosovo and Serbia
could be potential candidates to join the Europdaion, however, is not possible until they have
fulfilled the requirements for membership of theiinEuropean. These requirements are:

In the first place, in Albany it is necessary, aqather things, a properly functioning Parliament,
amendments to electoral legislation, appointmenamfombudsman, holding elections that are
appropriate in relation to European and internaticstandards, and finally, a large number of
judicial reforms.

In the second place, Yugoslav Republic of Macedaalithough it was granted the status of an EU
candidate country in December 2005, progress haa B®w in terms of the political criteria,



particularly the rule of law. Consequently, we ge¢his case, political relations would be thetfirs
thing that should be improved.

In the third place, in Kosovo, the main problenslia the lack of stability, which has tried to
combat by the EU, since the countries of this aersithat Kosovo has a clear European
perspective. That is why we have named:

- An EU special representative for Kosovo.

- The mission of the EU Rule of Law (Eurlex).

- The liaison office of the Commission.

In the fourth place, regarding Montenegro, the neguents to be met are the modification of the
electoral law and adoption of measures to imprbedight against corruption and organized crime.

In the fifth place, Serbia is a potential candidadentry for EU membership, however this requires
the establishment of a cooperation with the Intéonal Criminal Tribunal for the former
Yugoslavia, a prerequisite for Serbia to form pmrtihereof.

Finally, about Croatia, accession negotiationgetiain 2005 and has finally joined the EU on July
the 1st.

All these requirements to which we have referred ergulated under Title V of the TEU,
particularly in the Arts. 216, 217 and under ArZ28rt.218 TFUE. Therefore, the main objective
would be marked for the integration of these caestwould be possible to achieve political
stability, economic development, and ultimatelymobe peace between them.

Theinstruments used by the EU to make this possible, among othees
- A process of stabilization and association, whistalglishes a framework for relations
between the countries of the Western Balkans amé&th
- Improved regional cooperation through the Regid@abperation Council and the Free
Trade Agreement Central Europe.
- Encouraging contact among citizens through crosddsacooperation without visas.

Atalanta

Description

The European Union is concerned with the piracahali -based and armed robbery at sea off the
Horn of Africa and in the Western Indian Ocean.

Pirates, the criminals of this area try to taketomrof vessels transiting Risk Areas in the Region
and taking money for the crew, the cargo and ved$3ait of it is cost by illegal fishing, and
according to teh World Bank it has cost an estich&#2to $18 billions.

As a result, in December 2008 the EU launchecEim®pean Union Naval Force (EU NAVFOR)
Somalia — OperatiorAtalanta within the framework of the European Common Sdguand
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Defence Policy (CSDP) and in accordance with relevdN Security Council Resolutions
(UNSCR) and International Law in response to teag levels of piracy and armed robbery.

Mission in this days

Thanks to this mission piracy on this region hasnbeeduced. In early 2011, the figure was 758;
currently, 71 sailors are being held hostage bgtes.

But the main reason for the reduction of hijackingsthe sea seems to be that ships are now far
better defended against attacks.

Armed guards, now carried by more than 60% of usskave been essential in discouraging them.
Other thing that could be happening is that thasitess model is changing to kidnap foreign aid-
workers and tourist on land. But for sure Naviesqging the are from EU task-forces are also co-
operating better and acting more aggressively wisichaking it a much secure area.

Wher e the problem goes

But all of this is “fragile and reversible”, likeod Huggins, director of Oceans Beyond Piracy, an
American NGO said.

We must have in mind that the suppression of pira@gds to be combined with better onshore
government and deterrence.

In 2014 forces from the EU and NATO will receive tinandate of end this mission and pirates are
probably just waiting for their opportunity to corback, that is why the EU should cooperate with
the Somali government and their armed forces tdiea#e the problem. For the same reason naval
forces are cooperating with near countries to dorgaates.

Their activities usually wane from May to Septemlert they could act at autumn as well.

Right now pirates' attacks are down at least 758veenshould know that not a single ship that that
has employed armed security has ever been hijatkegdnany others solutions were effective like
training crew and posting lookouts.

North Africa

Threat
It is true to say that in this moment, the most owmnted threat is the one that comes from the
region of the north of Africa. Talking of this weart found to diferent regions, with diferent
problems but with relation between them. We aranglabout the Magreb and the Sahel.
The Magreb is a region composed by Mauritania, by Argelia, Tunisia, Libia and the
Occidental Sahara (the is nowadays claimed by tbeobtan). After the arab spring we have not
only moments for the hope but also for the uncetyaiUp to this moment the governements of
Tunisia and Libia has fallen, and there are riots protests in other countries.
It seems that democratic values has touch the mdr#irica, but Yihadism and radical Islamists,
who are not confident with that values, are talkadgantage of this and step by step they are getting
more power and influence in the region. Furthermafter the legitimate intervention in Libya the
allies failed to ensure the impermeability of theuthern borders of Libya, in order to prevent
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smuggling of Gaddafi's military arsenal. This fielfo the hands of insurgent groups in the Sahel,
which has allowed them to reset the attack in mortiMali.

This brings us to a situation that has sparked enster" a few miles of our southern border, in the
Sahel, the area under Morocco, Tunisia and Algémighis desert area and countries such as Mali,
Mauritania and Niger rampant not only bandits dfkathds, gangs and tribes struggling to gain

control of the area, but that Al Qaeda is increglgipowerful in a region of weak governments and

permanent instability that can affect Europe in ynaays.

There are also economic and financial challengesaulse the Sahel is still a region rich in raw

materials and energy products, well managed, cenddire the prosperity of these nations and their
peoples.

Solution
The diferent problems in these regions need diferestrategies to solve the problems. In the area
of the Magreb the UE must cooperate very closeith the old and the new regimes. As it is a
political and economical crisis this countries chemur support to help them to mantain their
governance and to facilitate understanding betweempeople and the government without the need
of militay help.
The Sahel area is more dificult because their c@mstlo not have strong governments. Nowadays
the EU do not have the resources to mantain a greaber of stabilization operations, that colud
be the perfect solution in order to establishing amaintaining the three pillars of stabilization:
security, governance and development. So may e bést solution is to cooperate with the
government and improve our inteligence gatherinthenground and if it is necesary act surgically
with special operations units in critical pointtieTSahel can not become the refuge of radical Islam
and violence, because of its stability depends unoiean security and progress of the countries of
the region

Conclusion

Europe’s future depends on its ability to coopenaith others in order to establish itself as a
credible actor in the international system. Thafficial crisis that arose in the last years hasqatov
political and securitaly that the member-statesehawoblems in reaching a unanimous consensus.
the response to this issue is a new start to thepean Union. However, other threats from
different geografical spectrums impose new chgksrthat demandes urgente response.

It seems that Chinese affairs can be positiveHerEU if we change the point of view. What we
need is how realistic we think and take a stratpgitnership for the benefits of the EU and fot tha
we need a internal reform as well. In order tottiaternational affairs, we have absolutely take
Chinese cooperation.

If we look at the Arctic the EU must recognize titabhas the potential of becoming one of the
serious issues of the 2tentury. The EU has to play a constructive roléevihey back Denmark
up. The EU should also be prepared for a militamgflict and for this reason it is imperative that
the EU keeps a capable fleet with classical wardapabilities.

The Balcans need a restructuring of the politicel aconomic system, which should start in their
own territory, and be performed by their own poldns ahead of a possible accession of those
territories in the EU, without rejecting the idéat these territories later aided by member coestri



of the EU. All of this is because many of thesentoas have great potential to integrate into the
EU.

At the Atalanta mission the EU must do some charigese want to eradicate piracy from the

Somali region, the only way to do this is to co@perwith the government of Somalia and to help
their military forces until they can solve this plem alone, because if we do not do that piratés wi
just be waiting for their opportunity to come back.
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1. Introduction

Within the European Union member states militaryeragions are getting less
understanding of the citizens. When people arechskédeas to cut the budget during hard
times in the economic crisis, the Ministry of Dedenis mentioned as a department which
could easily save money. For military operatiom® public opinion is very important. Not
only for the support and respect for our man antheio who are deployed abroad, but also to
prevent political issues when operations are figilshFurthermore, the right public
information can be used to win a war, but a lackmderstanding of, or a lack of information
to the national parliaments or citizens, can w@#iast a nation state.

Besides the fact that citizens can choose for theorig’ media to gather their
information from, communications officers of goverents or Ministries of Defense are not
exposing their information at all the places whafermation is provided. In other words, it is
very hard for citizens to know what our militaryrées are working on and therefore you
cannot blame the citizen for a lack of understagdnmilitary operations.

A well informed society is at the basis of a dematicrstate, it is an objective of social
justice and the welfare of its citizens. Mass megdliarmation has the power to influence and
even change the opinion of its audience, sometan@kole country or even the opportunity
to chance the worldwide information.

This paper will discuss to what extend citizensiafermed about military operations
of the national forces and how it can influenceljguiypinion and in the end: policy decisions.
In some European countries the lack of, or the groformation to the citizens, it has led to
political consequences. How can public informatimnused as a weapon to win the public
opinion?

In order to answer this question, we will elaborate examples in which we can
consider the public opinion as an enemy for thataml operations, and when and how
governments can use the public opinion as an we&panake a military operation work.
Finally, this paper will propose ideas on governtaeand Ministries of Defense on how to

use public information as good as possible as porea



2. Theoretical Framework

First of all it is important to distinguish the aapt of ‘public information’. The
concept of information reports to any data, happgr knowledge that is transmitted in the
form of a message. It makes also sense to explaia the concept of communication.
According to Hartmut Bihl, communication is theidety of a message with the objective of
achieving a subjective desired result. Many timas ¢toncept of information is wrongly

confused with the communication concept.

3. Public information as an enemy for the state

It is important that states value the significanfe good communication with their
citizens, but it is especially so when it comesstibjects relating security and defense. In
order to make the public opinion understand theaea that lie behind the decisions that are
being taken and why are they important. Only byipgattention to this issue will we have a
feedback situation in which the population andgtate powers understand each other.

But this seems to be an ideal case, unfortunateyetare many examples in which
there are misconnections between society and ftaitical powers as well as leaks of
information that give the population data they weot aware of and that can force a political
change, drastic or not, in the strategies the goaent had elaborated.

Sometimes it is a matter of states not being ableadmmunicate efficiently their
actions or policies to the masses, others, statesdhallenges relating leaks of classified data
to the press or internet.

The first case, states not being able to commumiggih their citizens in a capable
manner, seems to differentiate between democraticn@n-democratic countries. The first
ones do not need the support of the masses toamathe political structure in the same way
the second type do, because their reliance in tidigpopinion is based in the existence of
periodic elections. Because of this fact, the iggilons of a communication failure for the
political powers is much more destructive. There asome examples in recent history of
governments falling due to miscommunications whleitt population, scandals or similar
issues.

In line with the afore mentioned, we can point soiine examples in the context of the
European Union that show clearly the consequer@sat government can suffer if they do

not pay attention to the public’s perception.



3.11Iraq

First of all, we would like to address the exampighe intervention in Iraq in 2003, carried
out by several European countries. In this paricuéxample there was a lack of
understanding between the citizens and their govents that led to protests in some cases,
as it is the Spanish case, and political conseaseimcothers, such as the falling of the Blair
or Balkenende governments.

Let us elaborate more, on the start of the polifmacess of the war in Irag some
European countries provided military support to thated States believing the statements
that were being made since 2002 that informed ablmaitexistence of weapons of mass
destruction in the country (Britain publishes dessutlining the threat posed by Iraqg. It
includes the “45 minute claim” that Saddam Huss$eid weapons of mass destruction which
could be used within 45 minutes of him giving ades)’. Since there were not definitive
proofs of the existence of said weapons, the pdpualan some countries reacted in negative
manner when they knew government’s intention tdaletheir troops in Iraq.

Protests took place for weeks, and a social movenvas created in Spain to raise
awareness among the citizens and in order to kisgbvernmental resolution. But this was
not the situation in every country, as this typeeaiction never took place in countries such as
Portugal that also participated in the war.

Subsequently, the governmental parties that werpower when the decision to
intervene was taken, started to lose the electiorntheir respective countries providing a
blatant example of the lack of understanding witéirt citizens. Afterwards the presence of

WMD was proven to be inexistent, ratifying the gethepinion of the population.

3.2 Vietnam Tet Offensive

The following example had taken place in the Vietn&/ar. The impact of a report had a
huge consequence on the result of the war. Duamyary—February 1968 the forces of the
Viet Cong and North Vietham launched an assaulalbrAmerican bases and facilities in
South Vietnam. It was called the Tet Offensive.ti¥t time the journalist Walter Cronkite
journeyed to Vietnam to cover the aftermath of tffensive. In a dinner the US commander
of all US forces told Cronkite off the recordVe cannot win this Goddamned war, and we

ought to find a dignified way out"

1 BBC, Iraq profile http://www.bbc.co.uk/news/world-middle-east-1454876
2 Fromson, M. (2009). "And That's The Way It WasHutiffington Post




In his TV show the reporter described the realagitun in Vietnam, what was not in
accordance with what the government was tellingoaple. His words were:

“To say that we are closer to victory today is telieve, in the face of the evidence, the
optimists who have been wrong in the past. To sigge are on the edge of defeat is to yield
to unreasonable pessimism. To say that we are nmrethlemate seems the only realistic, yet
unsatisfactory, conclusion. On the off chance thditary and political analysts are right, in
the next few months we must test the enemy’'siontenin case this is indeed his last big gasp
before negotiations. But it is increasingly clearthis reporter that the only rational way out
then will be to negotiate, not as victors, but ashenorable people who lived up to their
pledge to defend democracy, and did the best theig ¢

The previous words had a profound effect on thegog®&rnment and shocked the US
public opinion. Before the offensive, the politiGad military leaders had been assuring the
US population that victory was just around the eormthought that the communist were, due
to previous defeats, incapable of launching suchaasive attack. They claimed the enemy
was all but destroyed. When the enemy attackeacatiss South Vietnam in this offensive, it
proved that those statements were inaccurate. Faitie US Government, the war, and the
military, went down from there.

There can be different conclusions following thiseemt. We can ask ourselves if
reporters really need to be present on the batld. fBecause it can affect the turnout of
battle and in this case a war. Another inferenadccbe if a journalist got regular briefings
about the missions and inform the public. The \aetese war wouldn’'t maybe never held so

long and the number of victims wouldn’t have beefnigh.

3.3 Terrorist attack Madrid

The communication management of the 11-M terrorgtacks in Madrid, is one of
the greatest exponents in terms of public inforarattoncerned.The terrorist attack in the
capital left Spain a total of 192 victims. Withagmment on political issues arising from the
attack, on March 11 2004, it was left a true gwélevhat should not be done when managing
the communication of any democratic government. Aagnmunications textbook, one can
find the Ten Commandments in managing any crisimgon. There isn’'t a doubt about "DO
NOT LIE" is among them, so nobody can explain hbe government of José Maria Aznar
fell in such as childish mistake.

Crisis management that triggered the attacks shawatdthe government was not

prepared to handle the situation. From early maynihe information released to the media



from the press office of Moncloa pointed to thedast group ETA as guilty of the attacks.
The mainstream media, Spanish and foreign, collethe information and published it
thinking that the data available to the governmvesite true.

The cabinet communications never realized the nhadmiof the events, until some
point began to teletype foreign jihadist terroriama possible author of the slaughter in the
capital of Spain. At this time, any prior strategipproach got vanished, and executive
problems were growing to Aznar. News from Moncloegdn to be diffuse, and even
contradictory.

After several press conferences offered, for upfaor members of the central
executive, along with the pressure attempt madeth®y Prime Minister to the main
communication heads of Spain, provoked a masstgo@action. The contradictions in the
statements given, and the fact our country's iremlent in the Iraq war, led to the rejection
and dissatisfaction with the different versions madblic by the central executive, started to
give credence to the different information abowt @luthorship of the Islamists in the attacks.

In just three days, the Aznar government causesbarety a rejection reaction to any
kind of continuity of the Popular Party as rulingrrhation in Spain. The attempted
manipulation on the responsibility for the attactee lack of uniformity in the successive
statements of the members of the executive andsmp@ts mobilization of left-wing
organizations in Spain, caused the change of govamhin the elections held just three days
after the attacks.

Underestimating the empowerment of society, couplgtl the lack of a strategic
approach to government communications showed, agam, that in times of crisis, the logic
outweighs the attempt to hide the truth, because, lar earlier, this would came out.

Finally note, that in that situation would have memnough to have had a unified
message among members of the government, and Impealad to the union, first, the
different political forces, and second, of a socibiat mourned 192 innocent people, because
with only three days apart, and sociological datahand, where the ruling party held a

comfortable majority, this would have kept the gowmeent position after days lost.



4. Public information as a weapon of the state

In 1989, Colin Powell advised senior officers a¢ tHational Defense University by
saying “you can win the battle and lose the waroii don't handle the story right”. Indeed,
the person who has the information has the power.

The lack of information can paralyze an army, tisisvhy it's important for each
government to possess and step in the reports. W khat information and manipulation
remain every war foundations (Goebbels during teeosd World War or Iranian
communication minister during the Sand Storm) amgsmmedia is the most powerful object
for legitimize an intervention.

All communications are directed towards targets¢Reaan citizen and journalists).

In time of war, there are two fronts: battlefieldad public opinion. As media has an
important influence in the opinion, governmentscheekeep an eye on and to deliver which
information they want to give, especially militarnformation because of economics, social
and politics interests. This is clearly a publiecnepn manipulation, which examples overflow
like in Kosovo, Rwanda, or when we supposed theeeewweapons of mass destruction
(WMDs) in Irag. The most important argument wasttoese WMDs by showing the state of
Irag as a threat. But after lots of research thesgpons were not found. That is a use of the
information as a weapon.

During conflicts, media are usually remitted. Apggea locking of information about
army’s operations by governments which tried tespree their own interests. In this concept,
Mali’s warfare is a perfect representation.

Actually, misinformation allows media to discernogis of the wicked. That permits to
understand faster the complicated situation argtch public attentionVar can be used also
for politics, the last example came from Francehwiite intervention of the French Army in
Mali, that was surely necessary but also to astheesituation of the president who had to
show his force and his capacity to command and sahéeastly.

Moreover, soldiers deployed in the battlefield, dvdo keep a military reserve duty
because information can be used as a tool by otfiéiss, only charged — communication
officers can reveal news like died soldiers’ idees. So, information is a useful weapon,
perhaps the best in our society and governmentsohase it carefully. Besides, information
can be understood with many ways and one of itccaate more damages than information in

itself.



When governments hide a part of report, most of tthee it's because military
operations are in a critical stage. This dissimaitaby giving the least information as possible
is set up to protect hostages and give an exithoalppers by dealing with.

Sometimes mediatic bombs are more powerful tharemahdtoombs and some war can be
loose because of the communication. Social netwerksed in Arab Spring - are a perfect
illustration of impact strength of information.

Everybody knows that information is a propagandaiciwhis inherent to war.
Regardless the situation, there is no objectivewariased view, but on the contrary, a strong
supervision isn’t productive.

Enquiry is the fundamental key. Technological inygnment allows more complicated
system for management of information. Most of #liere is a relation between mediatic
interference in the conflict and the support of lpubpinion.

That is why the army chooses someone to talk tortedia and communicate for the
defense organization. The information can be raghwrong but it can be used as a weapon.
For example, nowadays, the government of Israélyiag to give some arguments to the
other western countries and European Union in otdeattract them in their war against
Palestine and most precisely Gaza. The aim isdw she situation of the country to the other
and to try to find there help or just have theitesment. The information given by the
government was: “60 per cent of our populationnsler Palestine’s fire of missiles, would
you want to live a same situation without respon@?é question show how information can
help a state to ask for help or show there rightdfng like that by making war against
Palestine.

From the military point of view there are many t@snor many information that
shouldn’t be showed to the population in order wvtoich problems like people working in
foreign country and his relatives. However militgogople have to sign documents that
engage the author not to reveal classified infoionatio the public in order to protect under-
converted people. Thus information can be usedvasagon if it is used by third person.
Nowadays all people can take videos and photose shan social networks without control
on the truth. In this case information can jeopaediur lives.

Nevertheless, the risk of government’s silence sifitions’ ambiguity is to be perceived as
a form of censorship by the public opinion but atsodistort the reality and to have a

potential criminal behavior.



5. Proposal: how to use public infor mation as a weapon?

European Union member states should use publicnmd@ion more and better as a
weapon to get a better understanding of citizensrder to prevent political issues after
military operations. How can governments work dpetter understanding of the citizens? In
order to answer this questions, we've put togettereral ideas to make citizens more

connected and therefore give them a better unahelisiga of their own security.

1. Internet; provide a website for militaries
Internet has about 2.1 billion users, and its awdity its even considered by the United
Nations as a human right since February 2012.

Social media — Facebook, Twitter, YouTube: Itngortant for Defense Ministries to
have not only a website to inform the population &lso profiles in social networks such as
the ones afore mentioned, in order to get in caniéthh young parts of the population and
make them aware of the actions that are beingechauit.

Websites for information from the field: it coule interesting to have soldiers, once
they are back home from their missions, writinggsl@bout their experiences in the field,
what they did, who they helped and telling stoaesut their stay than can not only inform
the population but interest them in the actiong #Hra being carried out, always under the
supervision of a person with enough knowledge op gtossible classified information from

being spread.

2. Informative events on military bases: militaagilities should be available to be visited on
certain days of the year, by students of primahpsts, for example in the age of 6 to 12. The
European Commission should support this kind diatives and it should learn from the

already existing programmes in some European cesntr

3. Add a Defence and Security subject to the cuirim of primary and secondary schools: In
order to make the children aware of Security, Defeand Citizenship issues in an early

stadium of their lives.

4. Add specific courses related to defense andrisgauiented to journalists: the curriculum
from schools of journalism should contain educaten defense and security in order to

provide tools for those who will start working img field.



5. Press Conference by Top Commanders: Europeaistiis should use the status of a high
ranking official to tell the story of the militargperations to provide more veracity to what
happened on the field. Furthermore, it makes tharemisible to the citizens.

6. Conclusion

As a result, we believe that there should be a nstractured treatment of the
information that is being given to the populatiaag the 11-M bombings show us, the
situations where the institutions try to contra tieality and give a perception that does not fit
it, the public opinion perceives it, and it endsaffecting the institutions themselves and the
trust they hold from the citizenship.

Thus we think that since society has the need dbrnmation, the public
administrations should provide them with it, ang tiv be as transparent while doing so as
they possibly can, in order to improve their image.

Attention should also be paid to the situations iehée institutions do not listen to
the opinions of the population, and try to act easons that are either not true or not proven.
If the public opinion is not in favor of an actidrcannot be maintained in the long run, thus it
IS a necessity nowadays to provide them with trezled explanation.

Also armed forces should try to get more in contwith the population on a regular
basis so as to be more visible and the mere contiffctsociety provides a better defense
culture among civilian citizens.

Summing up, information nowadays has an immeaseiradlue and so it cannot be
ignored by states and its institutions, namelyrthigary institutions. It's compulsory that our
security and defense related institutions buildaerpro active and closer relationship with
their audience, in this case, the European citizengrder to also act as proactive citizens we

wrote up a survey of proposals that aim to helpimstitutions to achieve this goal.
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1. EUROPEAN SECURITY

Europe is nowadays facing one of the most challenging financial and economic crises in

its history that affects its position as one of the most important region in the current
geopolitical board. This situation increasingly gets more complex, at a time where changes in
the international order and the rise of unconventional menaces pose new threats and new
security needs, for which the long term perspectives only announce great difficulties.
For this reason it is imperative for the European Union to maintain an ambitious defence
policy, anticipating the threats to European security that might rise in the next few decades,
before they become uncontrollable. In the current global scenario, there is a series of
challenges and security risks that need to be attended, and for which the European Union
should be prepared to provide mid-term responses:

— International terrorism: This is one of the most invisible security threats. Madrid and
London attacks caused a commotion on the European society, showing the
vulnerability of the Union when preventing this kind of hostile activity. Furthermore,
the risks increase due to the proliferation of extremist activity within the European
territory, with the possibility of acquisition by such kind of organizations of NBQR
(Nuclear, Biological, Chemical, and Radiological) capabilities.

— Cyber-attacks: Cyber world is getting more and more important in all Member States
societies. Economy, government institutions, business and enterprises, or even the
military, these are overly more dependent of digital technology, that makes cyber
world a sensitive target for terrorism groups, cyber espionage, organized crime, and
other types of disruptive informatics attacks.

— Piracy: The European Union is already fighting against piracy not only in Indic Ocean
but also in Atlantic Ocean. This criminal activity, that as shown a massive increase in
the last few years, affects to European trade routes between our continent and the
rest of the World, specially Africa and Asia. To contain and to eradicate this activity is
also a main objective as it is imperative the restoration of normal sea trade activities.

— Regional instability: Conflicts taking place in close-by countries such as Mali, Syria and
Libya are also a concern for the stability of European security and defence policies, due
to the impact that these events have on European interests, and may require
intervention.

— Energy security: Member States are becoming growingly dependent on external
countries for the acquisition of energy, namely fossil fuels. This problem requires a
great effort in order to ensure the stability of its delivery, which obviously
encompasses the stability of the producer states, as well as the security of the
supplying network itself.

— Proliferation of Weapons of Mass Destruction (WMD): The proliferation WMD in
European surroundings is also a main concern for European security, to the extent that
the acquisition of such weapons by unstable or even rouge states unbalances the
international order, and lights the spectre of their use over our territory.
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— Climate changes: This global problem is a risk factor for European population, to the
extent that changes on the environment might generate effects in agriculture,
economy, and human health, among others.

Moreover controlling all this threats, EU is also performing missions in Africa contributing
to world peace.
All these ambitious objectives force the UE to maintain a high technological and industry
capabilities, research and development.

2. PROBLEMS AND CHALLENGES

There are many problems and challenges related to European Defence Industry. The
most important ones will be described in the next paragraphs.

All over EU Member States there are plenty of redundancies and duplications, in some
of the military capabilities such as “personnel, facilities, and industrial outputs”. For instance,
there are seven types of combat helicopter, four types of main battle tank and three types of
fighter aircraft. These excesses in the European Defence Industries can overload the European
Union Defence budgets without delivering operational benefits. This is a bad situation, and
Europe can no longer afford the overcapacity and duplication in having 27 national markets.
But this is not a recent problem. Since the post-Cold War that military budget cuts are making
this situation worst. This problem is getting even more aggravated since the 2008-2009
financial crises, so something has to be done.

Along the history, European Union Member States have often given priority to
political, industrial and economic issues rather than operational needs. As a result of this, the
collaborative projects have been affected by time-delays, increasing in the costs and, most
important of all, the equipment was not completely able to match operational needs. The
added value of the outputs of these projects was not always satisfactory. The Member States
have to decide what to choose. There is a paradigm between the military and the population
welfare and the decision often tends to pressure the military budget.

In a near Future, if measures are not taken, Europe will be faced by the erosion of the
European Defence Technological and Industrial Base (EDITB), what will lead to the loss of
Europe’s technological leadership in a number of critical areas.

The innovation is very important in what concerns developing EU military capabilities.
The innovation is not all about the final product technological development. It concerns the
possibility to carry out existing tasks at lower costs and with different solutions and also the
business procedures. Again, the problem created by the military vs. welfare paradigm is
limitative, because for this kind of innovation it is needed financial support and political
support.

There are some clusters, bilateral agreements and cooperation between some

Member States of the EU. However, those cooperation clusters are not enough and the
Defence Industry continues fragmented all over EU.
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The coordination between those clusters is not sufficient. In fact, the bilaterally and
multi-laterally agreements have taken part in European countries sharing similar geographic
settings or political interests. This regionalisation can prejudice the advance of a military
cooperation agreement at the EU level. If we don’t be careful with the cooperation
coordination, we can generate disjoined armed forces and make the less powerful countries be
supported by the security provided by the powerful ones.

The European Union, like the name suggests, is a composed by many countries. Each of
those countries have their own National Interests. In some of them, the Defence Industry is a
very important industry, providing an enormous economical growth and thousands of highly
skilled jobs. So, Member States have the intention to maintain the Defence Industries under
their borders, leading to a very complex task if we want to integrate the different National
Defence industries.

As all of we know, the EU military missions are composed by many different Member
States’ troops. As a consequence, the interoperability must be granted in order to get an
efficient command and control of the combined forces. This is a huge challenge to the EU
defence industry and it must be taking in account like a challenge to be overcome by the
integration of EU Defence Industry. Public opinion must be changed in order to give more
importance to the defence worries. The political decisions are influenced by the public opinion
and because of that, the budget for Security is decreasing in all Member States. This is a main
concern, because without budget, there must be encountered other types of solution in order
to develop the Defence Industries and the EU military capabilities.

It is well known that United States have many technological advances that are not
achievable by the EU for the time being. So, this is a problem, because we are dependent of
systems like GPS (Global Positioning System) to continue operating and that makes us
vulnerable.

3. POTENTIAL NEW SCENARIOS

European Union has to deal with an uncertain future. The world is continuously changing
and it is less cooperative and more globalized every year. That is the reason why we have to
have in mind several possible scenarios for a long-term timeframe (about 30 years), to help
live with uncertainty and respond more effectively and resiliently to those situations that
might occur in the future. We can identify several future situations which are the following:

Scenario 1: Threats to the European Homeland.
Scenario 2: Critical instability in South- East Asia.
Scenario 3: Power struggle in the Indo-Pacific.
Scenario 4: Threats to critical infrastructure overseas.

We have to say that these scenarios do not mean that EU should react and imply to all
- or any of them - but if European Union has to be and act like a global player in the future is
needed to react to important changes and future events. If we noticed the past and present
events: terrorism, Arab Spring, cyber-attacks, cybercrime, maritime piracy, etc. These
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scenarios may come to situate a good mental map with and bring along. And, of course, they
may also contribute a list of contingencies to have in mind and to be prevented.

Scenario 1: Threats to the European Homeland

— Risk/ threat: increasing authoritarian countries on the EU’s periphery. Threat to
the territory. Also ethno-nationalist elements within the country can mount cyber-
attacks on one of the Member States.

— Response: European must provide defence effort, to deter a conventional attack
with enough territorial defence, avoiding risks to the Member States.

— Potential contingencies: a lack of European response could be perceived as a
weakness and lack of solidarity.

— Requirements: proper defences with capacity to avoid or dissipate attacks from
foreign criminals, States, or agents.

Scenario 2: Critical instability in South- East Asia

— Risk/ threat: A growing South- East Asia means a disruption of the regional balance
power. EU needs to keep growing if it wants to be a global actor.

— Response: Geopolitical instability in a maritime environment means a new naval
footprint to uphold regional confidence with permanent and near naval patrols.

— Potential contingencies: natural disaster (volcanic eruption, tsunami), piracy and
conflict maritime claims and sovereignty claims of small islands, for example.

— Requirements: strong naval patrols and fleet to deal with careful situations.

Scenario 3: Power struggle in the Indo-Pacific

— Risk/ threat: a conflict or struggle in the Indo-Pacific region between the main
important countries.

— Response: EU should ensure their most important maritime communication lines.
For that a sea command would be needed.

— Potential contingencies: the allies of the States can be involved.

— Requirements: mobilise a large naval fleet with surveillance and anti-submarine
and anti-air warfare.

Scenario 4: Threats to critical infrastructure overseas

— Risk/ threat: Islamist jihadist set up artillery and rocket batteries along the Canal
the Suez, they demand taxes from passing determined points.

— Response: to conduct air and naval strikes against jihadist and protect
infrastructure along all their trade to and from the Middle East and Asia passes.

— Potential contingencies: no allies could develop advances air defence systems to
the jihadist.

— Requirements: Europeans would need to disable the anti-ship artillery and rocket
batteries along the banks of the Canal, at a range of 6.000 km from their
homeland.

As a conclusion, European Union tackles a complicate and unpredictable future, full of
complex situations and geopolitical changes. If EU wants to be considered, it needs to
reinforce its defence and industrial policy. It is compulsory to be stronger, more unified and
cooperative.
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4. SOLUTIONS

Europe’s Common Security & Defence Policy (CSDP) is about cooperating to meet and

overcome its security threats. The assets to deal with the new threats increasingly require
state-of the-art technology, such as in areas of communications and surveillance, and the use
of highly mobile and well equipped professional forces. Heavy, expensive, weapons systems
such as strategic bombers or heavy tanks, are less and less required in modern European
military realm, particularly when it comes to define how many of these elements are after all
necessary. On the other hand, all types of weapons systems tend to get more and more
expensive as countries’ requirements increase, and their technology develops.
Therefore, it is essential to maintain the technological edge in sectors such as electronics,
space, civil aviation, mechanics, materials tech, etc. Tech-edge is the key to the future, and to
stay in the both strategic and economic game of security. However, all of these tools are
expensive, posing great budget constraints on countries willing to keep up with the necessary
of modern defence. Also, the North American superiority in this domain, mostly sustained by a
defence budget that greatly surpasses the combined European one, contributes to an
efficiency-oriented pressure regarding a smart policy of military technological choices.

Hence, to tackle the fragmented nature of Europe’s defence market, and to counter
the duplication, oversizing, and dispersed funding of essential security technologies, it is our
argument that several options should be taken into account:

— To terminate the overcapacity of Europe’s industrial base, introducing specialization
according to efficiency; (shipyard example) and duplication (tank models example),
which is unsustainable.

— To standardize weapons systems by introducing single line models for the main
security branches, thusly reducing the expensive and unnecessary duplication of
aircraft, tanks, light weapons, and related parts;

— To foster dual-use project programming on both civil and military projects, in order to
simplify project management, expenditures, and survivability of the products in the
commercial markets;

A strong industrial base, able to develop future capabilities and to play a role in world-
wide defence economics, is absolutely essential for Europe. This means staying competitive,
and to produce products of various security related sectors that are demanded by
governmental customers. Still, market dynamics by themselves don’t cope with the strategic
purposes that our military industries are supposed to serve, situation over which Member
States have a central political role by pushing and stimulating research and development, and
also in efficiently reorganize the industry’s tissue. Governmental investment could, therefore,
acquire the needed defence technology and thusly maintain the necessary strategic edge, with
the advantage of generating spill-over effects over the economy, while simultaneously
breeding from adjacent capabilities via a spin-in dynamic.

European industry is also facing the competition from growing economies such as China,
India, or Brazil, and should pay a great deal of attention to the potentialities of new markets.
So, besides preserving the global profit share, new industrial and technological partnerships
should also be sought.
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Defence industries should, for this matter, be structured in an integrated way amongst
Europe’s industrial landscape, based on a coordinated approach, and also on a unified
expenditure of resources. An increased mutual inter-dependence between all States also has
the benefit of fostering an innovative competitive environment, at the same time as
responsibilities are shared. In synthesis, cooperation, specialization, and a wider involvement
between Member States in Defence projects could create a dynamic similar to the one existent
in the USA.

All these conditions would increase the prospects for maintaining Europe in the Defence
Technologies route. It would also allow the maintenance of its jobs in all Members’ territory, at
the same time it would play an important role in EU’s economy. Political action shows to be
essential, to the extent that government-oriented strategic priorities may create join research
programs and market procurement, and although European Commission’s Directives
2009/81/EC and 2009/43/EC are already and advance, further steps are urgently required.

5. OBSTACLES TO OVERCOME WHEN PROPOSING THE SOLUTIONS

When proposing these different solutions, a multitude of questions and obstacles comes
to mind. What is withholding the different national governments to work together on an
European scale? Will all Members be happy with the use of different budgets? And lastly, are
there any problems with dual-use technologies?

It is difficult for governments to allow the closure of main construction plants to
consolidate on a European level, yet it will have to happen. National “economic” and
“employment” reasons, considerations of acceptable interdependency, perceived loss of
sovereignty, or not, will complicate here the decision making. The governments have to be
convinced that the fragmentation of the defence and security market, fragmentation of
defence and security industry and fragmentation of the defence and security budget is a
vicious circle that prevents the market to do at the European level what the market did in
greater states: come to the merging of defence and security industries into larger, better
performing entities. It prevents the smarter spending of the continuously becoming scarcer
financial possibilities of the Ministries of Defence in Europe.

There is the challenge of acquiring newly identified needed capabilities that are now
totally or partially lacking: Intelligence collection, observation/communication from space,
ballistic missile defence, projection of airpower from the sea, air refuelling and many others
that are difficult if not impossible to be achieved by a single European Nation. The NATO
AWACS program is a good example of how internationally can be acquired what is nationally
impossible.

Proposing that every Member State has to contribute a certain budget to common defence
and security budgets, for example research and development, is not an easy solution. In these
times of financial crisis and everlasting growing costs, it is difficult to convince the citizens of
each state that their taxes will be used in a common defence budget rather than a national
budget. When asking these citizens which budgets have to be cut in order to achieve the
nationally planned budget savings, the most common answer is always the defence budget.
Thus the citizens have to be convinced of the necessity of a common defence budget through
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public awareness. Today Member States are already drastically reducing their investments in
new research programs. This will have important negative effects such as the closure of critical
industrial capacities. They will be difficult to recover in the future.

When thinking about dual-use of (military) technologies, there is always the problem of it
not being dedicated to a single use. This implicates that for the technology to be serving
multiple purposes, there has to be a loss of function in some domains, to be effective in
others. Take for example radar. For it to detect targets far away, the beam width has to be
narrow. Small targets won'’t be detected. When enlarging the beam width, small targets can be
detected, but it won’t be affective on large distances.

Driven by the argument of budget needed to build two (or more) separate dedicated
technologies, this loss of efficiency or function is nowadays more or less acceptable.

6. CONCLUSION

The defence industry is not an industry like any other industry, which is primary focused on
making profits, being efficient, and creating jobs. Indeed, although these factors are also
important in the defence industry, but moreover the defence industry is about combating
threats to nations and their citizens. The main aim of nations to counter threats will therefore
have its effect on the way governments are willing to work together, either bilateral or in an
international structure, to combine their national defence structures. The first priority of
European states is to keep their own country safe and therefore governments are reluctant to
give up some of their autonomy when it comes to defence cooperation. In a way, cost
efficiency in defence industry is only a second priority of the European states.

On the other hand, EU member states are having problems with making the necessary
investments in the defence industry to keep it up to date. For example, budgets are
decreasing, but at the same time the investments for research and development and buying
defence material are increasing. In other words: more money is needed to keep the defence
infrastructure and tools up to date while at the same time, less money is available. This is a
motivation for governments to look at the possibilities to combine their national defences.

These two interests mentioned above are creating a paradox. On one hand, EU member
states prefer to keep as much as autonomy in on their defence structure as possible, while on
the other hand states are pushed to work together because of economic reasons. A solution
for this challenge must therefore recognize and respect both interests.

In this paper several options to tackle the defence challenge are mentioned and these
solutions will be shortly repeated below.

First of all, by combining the defence industries, several budgetary problems can be
sorted. Since there is a high level of fragmentation of the defence industry in the European
Union, huge amounts of money can be saved by combining certain tasks every European Union
member state is now doing on its own. For example, research and development; training of
military personnel; and buying the same military hardware.
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Combining the budget has however a consequence: states have to give up their autonomy
to some extent. Since the defence industry is an abnormal industrial sector wherein security of
a nation is the primary goal, combining industries for economic reasons is not the most
important or exclusive argument. To combine industries, states have to trust each other. It is
clear that not all member states of the EU are ready yet to give up some of their autonomy in
the defence area. To avoid a stand still situation in the European wide defence cooperation by
waiting until all EU member states are ready —a situation which will maybe never happen- a
coalition of the willing can be constructed. Such a construction is not a new concept in the
defence area since some states are already working together in different areas. Next, this
construction is also already practiced in the EU regarding different subjects such as the Euro-
area. By promoting European cooperation at different speed, countries that are likeminded
will work together and countries that have different priorities and national interests will not
slow-down the cooperation process. Many European wide projects have already been
initiated by just a small number of states whereby other states joined in a later stadium when
the initiatives proved its success. In this way whereby member states can autonomously
choose whether or not they want to work together; to which extent they want to work
together and with which EU member states, the public receptivity of the defence industry will
probably be increase since more successes can be booked with less investments.

Secondly, the European defence industry can be improved by a certain amount of
standardization. Standardization will have positive effects in both the budgetary problems
states are facing, while it respects the autonomy of European Union member states at the
same time. Standardization will also have positive effects on the budget because different
parts of the military means will be easier exchangeable. Military missions can then be easily
executed with more countries and will face less practical problems such as, for example,
combining communication systems or the recovery of damaged equipment. More positive
effects of standardization, like combining training methods or using interchangeable parts,
have obvious practical advantages during military activity.

Thirdly, the paper is proposing a different focus in the process of research and
development. A focus on multiple use of military instruments; spin-offs and spin-ins of
technology will make the research and development of military hardware reach the break-
even point in an earlier stage. This has economic benefits and it will also improve the public
receptivity of the defence industry in a positive way.

To conclude, the defence industry and technical base will probably always be a hot topic.

Therefore, this paper argues to think before acting, in order to look for intelligent solutions
and to let EU member states cooperate at different speed.
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Introduction: From Mare Nostrum to
Mediterranean area

The Mediterranean is the southern geographicatiéoof Europe. However, for the
last centuries, a negative vision has been shapinghoughts concerning the Mediterranean
region. On one side, the Muslim countries have psieice then, connected with irresolvable
tensions and conflicts. On the other hand, the h&wnt European countries have been
associated to chronicle low economic developmedtpemsistent financial problems.

But it wasn't always so. The Mediterranean basirs \ilze birth place of the three great
civilizations that managed to shape the modernemestorld: Greek, Roman, and Islamic.
For several millennia, the Mediterranean regionfri@am being unstable and poor, was a land
of prosperity and opportunities. During the romaariqd, most of the grain used to feed
Rome, the mobs and the legions, would come from sihecalledMare Nostrum, and
especially from ancient Numidia, today Algeria, dbglypt. It was also in Numidia and the
Iberian Peninsula that several roman nobles haddbetes.

During the dark Middle Age, the Muslim world, inettsouth, was the loyal keeper of the
Greek-roman cultural and intellectual legacy. Tlemn&ssance, which led to the restoration of
the rational thinking and the rediscovery of scesnallowed the coming of the so called

“enlightment era” and, as a consequence, the maatpzrin which we live today. The rebirth

of this forgotten European identity would have rmgen possible without the careful

preservation of the classic heritage by the Islgmemples.

The Mediterranean established itself as a majdirtgacentre. From the east, the silk route or
the spices route coming as far away from the leggn@€hina and the exotic India; or the
gold and ivory route, coming from the mysteriouslfGid Guinea and passing through the
ancient city of Timbuktu, all converged to the Medianean. Then appeared the major
trading powers: first Venice and Genoa, and nothmiater, Portugal and Spain and their
trading and colonial empires all across the world.

From the southern shores of the Mediterranean, Nluslim genius gave the world
mathematics, the Arabic numeration, algebra ornewwmre important, the algorithms, a
fundamental element for the evolution of the mashplex developments in information and
communication technologies (ICT). It also developestronomy and sailing crafts and
techniques, which provided the scientific and tetbgical basis for the discovery of hidden
continents and unexplored seas by Portuguese amisBpand whose efforts would clear the
way for the expansion and establishment of Eurgpg@emajor power in the world.

In spite of its weaknesses, the Mediterranean regfifi offers great opportunities and hopes
of prosperity for both sides. Therefore, a new arsive impulse to promote a common
European policy towards the Mediterranean is urget required in order to make history



happen again and allow Europe to benefit from ttergialities of a region which has always
been its traditional area of projection and inflcen

In this context, Euro-Mediterranean relationshipsleed a lot since the beginning of the
90’s. The point of this paper is to identify theogeategic issues through an analysis of the
weakness and threats coming from the Mediterranadrthe way that European Union try to
cooperate. But first, we have to draw a theoreficahework through a conceptual approach
consisting on highlighting what Mediterranean meanduropean Union.

Mediterranean definition

First of all, it seems important to draw the bosdef the area. The European part of
the area extend from Portugal to Greece and Cypihes.other part of Mediterranean extend
from Morocco to Lebanon and Syria.

Moreover, it's essential to stress that the Southt pf Mediterranean hasn’'t the same
importance for all of the European countries. Atijuthe history link which exist between
some European state members and their former eslgiay a major role on the perception
of the importance or not to build a bridge betwele two parts of Mediterranean. For
instance, France has a really closed relationship Morocco, Algeria and Lebanon. So,
when we try to identify the Mediterranean geostatéssues for European Union, we have to
take into account the heritage, the importancéefast.

In 1995, the European Union launched the Barcepwoeess which was mostly dedicated to
the resolution of the Israeli Vs Arab countries fiohand to created a peace and prosperity
area. But it failed to help to bring the peace he tegion. Few years after, the French
president Nicolas Sarkozy initiated the Union foediterranean in 2008. But the degradation
of the situation between Palestine and Israel datteom Israel in 2009 against Gaza Strip
and the fact that some Arab countries don’t warltd@art of a process if Israel is in it) and
the Arab spring events modified the political comtelhe inertia of the European Union
concerning the Arab spring and its incapacity tacteto the Syrian conflict because of
divergences between membership show that EuropaamUaces a crisis regarding the way
to deal with the South part of Mediterranean.

Nowadays, the borders have disappeared leadingigtobalized world. It is for this reason
that the cooperation must be an obligation of thentries in order to receive more profits in
the international area.

This should be the way that Mediterranean countsiesld develop with efectiveness. Until
now, there were many initiatives, programmes, mesti etcetera, but they did not succeed
because of many obstacles, mainly based on dispetegen countries, shores and the lack
of willness of states to give sovereignty.



The Mediterranean area is a deeply unequaled plelcere countries with different
characteristics, historical background and econateielopment. There are four cleavages in
this sense: first, between countries of the Nortleea of Mediterranean; secondly, between
the countries of Maghreb; thirdly, between East @it parts of Mediterranean Sea, and
finally, between the Northern shore and the southierthis environment, the dialogue seems
an utopia.

In spite of that, we can consider some of theatiites with an ambitious programme in the
region:

Western European Union (WEU)/ European Union: Petersberg missions are one of the most
important activities in this area in the Europeandd. On the other hand, the WEU launched
the Mediterranean subgroup (1992), where problerhsMediterranean security were
discussed. In addition, within the framework of WU, WEU Mediterranean countries
created “the fast operating Euroforce” (EUROFORY dthe European maritime force”
(EUROMARFOR).

Euro-Arab dialogue (DEA): the European Union and the Arab League decideddperate in
the energy field in 1973 - in hibernation until 98vith the Euro-Mediterranean Conference
proposed by the French President Mitterrand. It @adnfrontation with the Conference for
Security and Cooperation in the Mediterranean (jotexh by Italy and Spain), that added with
other factors, did that the DEA was locked up toaays.

Conference for Security and Cooperation in Europe (CSCE): created to maintain good
relations between the European Union and the cesntf the Mediterranean (and exposed in
the Helsinki Final Act, in 1975). At the ConferenoeStockholm in 1986, issues of Morocco,
Algeria, Tunisia and Middle East countries weragetied to the agenda of the CSCE, and four
years later, in Palma de Mallorca, Italy and Sgaiposed the creation of the Conference for
Security and Cooperation in the Mediterranean (CHCie precedent to the Barcelona
Process. In 1994, the heads of State and Goverrstrengthened security in the area through
peaceful dialogue and as main objective, promagicgnomic and social development of the
countries of the Mediterranean. In 1994, it changgdhame from CSCE to OSCE, keeping
the same way to follow in the Mediterranean. We tiighlight the creation of the Contact
Group with the Partners for Co-operation (1994 pas of the OSCE, including seminars and
parliamentary forums on the Mediterranean, inténgcAsian and Arab countries.

Dialogue 5 + 5 (1990): it is an informal forum of dialogue and regionaloperation, with
multidisciplinary, comprising Portugal, Spain, Fean Italy, Malta, Mauritania, Morocco,
Algeria, Tunisia and Libya. The 5 + 5 Dialogue @m&s advantages compared to other
initiatives in the region due to its flexible andagtical character. In addition, it is the only
forum in which Libya participates as a full member.

The Barcelona Process (1995): political and security cooperation is afiehe three pillars of

the Process. It is legally non-binding politicalnnmitment, ensuring internal and external
stability of the States that sign it. Their fieldse the disarmament, non-proliferation,
organized crime, terrorism (code of conduct agaiesbrism) and drug trafficking, among
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others. The Mediterranean Forum (1994), Moroccatugal, Spain, Algeria, Tunisia, Egypt,
France, Italy, Greece, Malta and Turkey, is frawgtiin the Barcelona process.

Union for the Mediterranean (2008): is a new impulse in order to revitalise d&dona
Process, headed by Nicolas Sarkozy. The prioiiti¢isis dialogue will be: de-pollution of the
Mediterranean, higher education — i.e. Euro-Medh®ean University- , business
development and maritime and land highways. Pramati democracy, safeguard of Human
Rights and protection of the civil society are pafrtJfM programmes. UfM is composed by
the 27 European Union member states, Mediterra@atner countries, the League Arab
States and Libya as an observer state.

Furthermore, there aree other actors and orgaoimathat have realised of the potential of the
area. A good example of that is the United Stedésin the Mediterranean, based in three
precepts: the importance of the Mediterranean imofean security; secondly, understand
the Mediterranean as a means of communication whth Persian Gulf; thirdly, the
Mediterranean as a place with big problems, whicistrbe remedied by the European Union.
In this sense, the NATO have developed a strategidmap:

Organization of the North Atlantic Treaty (NATO). Relations between NATO and the
Mediterranean are composed by several initiativesoider to gain influence in this
geostrategic area, for example, Standing Naval &dfediterranean (STANAVFORMED,
replacing NAVACFORMED) and in 1995, after a meetin§j the Atlantic Council in
Brussels, it was created the NATO-Mediterraneanldize. Other NATO initiatives:
Subcommittee of the Mediterranean Basin (1990)lyda deal with the instability of the
region, and proposing groups, courses and confeseretc. Finally, include the Istanbul
Cooperation Initiative (2004), which boosted NAT®editerranean Dialogue through the
creation of the Partnership for Peace (PfP).

However, this organizations and the intention & Btates of create a framework in the
Mediterranean area has not reached the expectdtsres

Threats from Mediterranean and
regulation from European Union

The region consists of the southern and easterntdeghean and the Middle East is
of strategic importance for the European Union.ebd] the Council and the Commission
consider it a top priority in the EU's externakteins.



The MEDA Regulation is the main instrument of eaomand financial cooperation in the
Euro-Mediterranean Partnership (PEM). Launched 9861(MEDA |) after the Barcelona
Conference of 1995 and amended in 2000 (MEDA llpwas the European Union (EU) to
provide financial and technical assistance to thatls countries of the Mediterranean:
Algeria, Cyprus, Egypt, Israel, Jordan, Lebanon,|tdaMorocco, Syria, Palestinian
Territories, Tunisia and Turkey.

The program is addressed to States, their regiandl local authorities and civil society
actors. Fundamental principles of the Barcelonddation are:

* Make the euro-Mediterranean area of peace andistdi@ised on respect for the basic
principles such as human rights and democracytigaland security).

* Building area of shared prosperity through the peegive establishment of a free
trade area between the European Union and its Breaiitean partners and among the
partners themselves, accompanied by substantatdial support from the European
Union in order to facilitate economic transitiondato help partner countries to cope
with the economic and social consequences of #figrm process (economic and
social partnership).

e Develop human resources, promote understanding eeetw cultures and
rapprochement between the peoples of the euro-Bfeaiitean region and to develop
free and flourishing civil society (Partnershipsiocial, cultural and human).

However, the growth of immigration in Europe ance tdevelopment of transnational
terrorism, especially after the attacks of 11 Sapier 2001 in the U.S.A. and the following
ones in Europe, have created unexpected politomatergence among EU states and those of
the Mediterranean and resulted in concrete codpardbr the management of irregular
migration, the fight against terrorism and cer@spects of maritime relations.

lllegal immigration and terrorism are among the tigf factors that have led the EU in 1995
to launch the Barcelona Process. The intention twagive impetus to the development to
reduce incentives to immigration, as well as poligforms and conflict resolution to

eliminate the root causes of radicalization of guand individuals who see violence,
including terrorism, a legitimate political tool.

The EU strategy for the fight against terrorism dledjal immigration were gradually moved
outside the borders of the Union, involving, toymag degrees, the neighboring countries
already committed under the euro-Mediterranean eatjon.

The common policies on security of the EU have tpexl, step by step response to
traumatic events. At the same time, the intengifioaof migration flows in the 2000s from

Eastern Europe and the Mediterranean have ledhoraugh revision of the common policy
in the area of law enforcement to immigration.

Both members of the EU and the countries on théhson shore of the Mediterranean have
been affected by acts of internal terrorism (200852in Europe, 2002 Tunisia, Egypt, 2004,
Morocco 2007) and the transnationalization of test@roups.



They generally share the belief that the fight agaterrorism should be a priority both in
their internal policies as well as in their coopiena

Looking at Community cooperation more properlygah be seen starting in 2003 and on the
basis of the European Security Strategy, coopera&ivo-existing Mediterranea is also being
reengineered in an anti-terrorism. This is callatsourcing sense of the Area of Justice and
Security Policy, which is putting in place outsitie territory of the Union of policies for the
security of the territory.

Despite the proliferation of multilateral initia@g, it is necessary to point out that most of the
anti-terrorist activities continue to take placeta bilateral level. Historical background and
geographical proximity, such as the common expedenf countering terrorism in France
and Algeria and collaboration between Spain andddoy developed after the attacks on
Spanish territory, act as levers for a relationgiifrust between the intelligence services that
the cooperation between sets of countries or iatemnal organizations can hardly create.

In addition, the Mediterranean basin plays the ablthe main protagonist for the exchange of
drugs distributed throughout Europe. The main thigaepresented by cocaine trafficking,
drug increasingly used in Europe, where traffim@naged at every stage of the supply chain
by powerful criminal organizations:

* From the South-america in the European Unionth& Atlantic Ocean, from Colombia,
Venezuela, Brazil, Ecuador to coastal areas of rGdaortugal and up to the main ports
Belgian, Dutch and Italian.

 Although in Africa does not produce cocaine, tioeth-western Africa is a point of traffic
and storage of cocaine from South America to Europe
The Mediterranean is an important crossroads afetraf all kinds of drugs, including
synthetic drugs manufactured in Europe, especiaidyasy.

Over the past decade, the EU has stepped up etiortmake it more effective Euro-
Mediterranean cooperation to combat terrorismgalammigration and trafficking of drugs.
Deepened the perception that the three phenomarstitabe the most serious threat to our
common security. The result was a tendency to pssive outsourcing of the policies of
security. But that still leaves open three fundatalesuestions:

» The three phenomena are increasingly overlapping.

* The policies that result tend to apply the sameedias to phenomena of different
nature, which limits its effectiveness.

* The set of measures taken at different levelstenafnpenetrable to a full democratic
control and threatens to limit the exercise of tgglind the protection of the freedoms
of European citizens and those of partner countries




Opportunities for the European Union

In spite of the economical crisis that is espegiadffecting to the European
Mediterranean countries, they still have the sam@ortance (even more, currently) as before
because of their geostrategic situation. This gagalycal localization is very important either
European or Arabic countries or the internatios&dtions between them. The large amount of
natural resources in Northern African countries viery important for the European
Mediterranean countries’ economy, but it is neagsfea Africans countries too, because they
are influenced by western economy that help thamigong their own economy, creating jobs
to avoid Islamic radicalization among their society
So it is very positive for the defense and secuotyEurope and the stabilization of its
southern borders, as well as for the Mediterraneamntries, to improve relations and
cooperation in both sides. So, it is one clearamst as economic activities can help to
improve the European defense and security.

Another important issue about economic activitiss the Mediterranean sea security,
European Union must allow the free naval circulatizecause nowadays that security is been
affected by eastern threats and northern Africamdlicts (for instance, Libya warfare and
Lebanon conflicts), therefore, strategic policiésitt European Union are realizing in its
borders show that threats can influence a lohéneiconomic growth.

Moreover, concerning the European foreign polibgreé is a not enough consideration about
the Mediterranean issues and its geostrategic itapoe for all of the countries, even the
North or East countries. Membership like Spainlylta France are contributing a lot on the
security of Europe and one of the main reasondhaf it is that Mediterranean European
countries are very near to Africa. For instancerofaan Mediterranean area contributes
doing easier than northern European countries éadéfense and security of Europe on the
hole. It is showed in international European openat like Atalanta operations, EUTM
operations and at the Libya warfare with internadicheadquarters, and | am sure that these
circumstances have contributed to the well condgctand the final success of these
operations. So the Mediterranean area keeps beiagtoategical and important key for the
peace on the world.

Also, we can say that defense and security it's jo$ one military task, but also, there are
many civil affairs like economy, foreign policy, lawre and international relations. That
means whoever European citizen can influence \uiir fob within the European security.



Conclusion: One Europe, one frontier
one sea.

It's difficult to imagine, conceptually speakingf, such a great organization as EU to
be divided on such an important subject as the tdgdnean. Different initiatives have been
all resulted in failure, with each bordering coyntizking his way in a rather selfish attitude
that we have seen on other controversial topidsimthe EU. The fact is that, these situations
aren’t new, but they were mostly solved by lobbyiohgcs of members. For us, this stalemate
could be solved if this subject was enlarged tdeall countries, forcing in some way a more
participated forum and not only those countries séhborders are directly in contact with the
Mediterranean Sea. If it at a first glance thegetle ones that matter and are one that should
be given the account, it would be a rather hypiatitposition to discard the rest of the
member states. Geography shouldn’t be an issuedaysawhen frontiers within the EU are
open, and the flow of goods and people from alf dkre world is a fact.

To add more arguments to the necessity of involveragall EU parts, a perfect example as
the maritime traffic that goes through Mediterran&ea, coming in from the Black Sea, Suez
Channel and, of course, shore countries ends @s sto ports far away within the EU is
considerable. So it seems easy to understanddtregrrthan seeing the Mediterranean Sea as
others problem, we should consider it as commotblpro, because more than any other
definition, it’s in fact the south border of EU. iFstarters we can't talk about security in the
EU if we forget borders. These are the first lifelefense, which appears to us particularly
sensitive given the fact of the open borders treditgcts one way or the other all of EU
members. If used correctly this shouldn’t be a fgol) as another example of a mandatory
cooperation between countries has had successsbriipe, like airport security. Countries
found out after several known problems that they twashare the burden, rules and effort to
promote a better and safer air travel for all, eegihis way with their common problems. So,
again, it seems to us that if this could be achilgweMediterranean solution can be found
involving all member states of the EU. This comneffiort would force a consensus, avoiding
the usual rivalry between neighboring EU countimethe Mediterranean.
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So, we recommend to:

European Union should not intervene in politicalttexs (no inferences) but focus on
economic matters to bring more stability and ségumithe area instead of considerate
that we can and we must bring democracy and rulavefin other countries without
taking into account the specialty of each counfigr instance, concerning the Arab
Spring, European Union can help to build rules af land democratic states with
respect to the fundamental rights because it iscargy issues for the EU for lot of
reasons: the domino effect if EU succeed to helphto democratization of states,
support to countries which are into a process afa@atization can help to reinforce
the credibility of EU regarding the values it dedenthe development of a peace and
prosperity area could be a benefit for the econamizU. But EU has to take into
account the cultural and religious “exceptions”.

At the same time, when one European country deepiensolitical ties with one
Arabic country, the last one may face some probleitis its neighborhood due to the
image of western countries in the Arabic world, Kower, a common European policy
towards the Mediterranean would bring all togetir@und the same goals without any
special treatment, allowing therefore the improvettd the relations on both sides of
the Mediterranean.

The time of the global approach for the Euro-Meaditeean relationship is over,

especially concerning security matters. EuropeammiJhas to adapt and create new
tools taking into account the heterogeneity of etéht situations (from peace, to
instability through collapse states). For instan&siropean Union should stop

considerate Mediterranean as an only one area éyberdivide the zone in two parts:
the Maghreb with Libya (terrorism, drug traffickingnmigration) and the Machrek

(religious war between chii and sunni communities).

European Union has also to take into account theersity of actors in the
Mediterranean region and try to create realisticeagents on special matters,
regarding the need of each country. So EuropeanrUsinould elaborate a strategy
which takes into account the fact that the thraegsnot the same in each country. And
this strategy has to be attractive because ifnits the Mediterranean countries will
prefer another partnership, against the Europeaonnterests.

Finally, the most important point is to mobilizel af European countries on the
interest for all of them to have a stable and pehegea in Mediterranean region. The
most important is the support of all countries eifahey are not the major player of
the process.
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“The defence of Europe: past, present and future”

WG 5 (1)

The future of the European Society: risks and oppdunities

(1) While still facing historical threats the Eusgm Union and its societies are
now threatened by new dangers to its common irterdhose interests could be
divided in two different groups. In one hand stgateand energy ones that are needed in
order to preserve the vital interests of everyametithat must be preserved. In the other
hand, economic interests as the economy back seand defense policies of the

European Union; and these interests are linkedfferent threats.

First of all we have to remember that terrorismjniyaislamist’'s one, remain
one of the major threats that we are facing aantstrikes us at every moment on one of
our most important and strategic infrastructureudTif that threats can be located in

north africa and Sahel for a major part, they axetime only ones in this area.

Indeed the European Union has a critical need efrgated through Northern
Africa or even of african’s uranium. These threats linked to one of our most
important common interest that was, is and willérergy independance. Moreover
such threats are also encountered on the otheoE&i8erope: remember what happened

when Russia closed gas valves.

Thus these traditionnal threats are now joined iy we can called cyberthreat,
and which will be one of the new challenge for dafense. Thereby a cyber-attack can
paralyse an entire country and so doing seriouglggkene its defense. That is why this

threats may be keeped in mind.



There are also some other threats that can bedliwké the two major groups of
interests we were previously differentiate. Thishis case of the Iranese one. Indeed in
the most admitted scenario, Iran will strike IsraBat would surely lead to the
commitment of the European Union through its menyet of the NATO. And all
these would end, at leas ton an economical poiwniesf, in the closing of the Ormuz

strait what would be a cataclism to our economy@undoil supplying.

Then comes the armement and defense contracts Issae ever more opened
to concurancy Europe, even if the European pretgretill lay on the table on these
questions, we could be feared that huge abroadoedoal giants receive a part of our
defense technology in transfer that are systematsuch contracts. These could be
defined as a political threat that weaks our econom

Finally the piracy remain the major threat on ooor@my interests, coming
both from Horn of Africa or Gulf of Guinea. Thuspiracy in the Gulf of Guinea seems
now to be the one that will fear our societieshe year that are coming we have to
remember that the European Atalanta mission has aeeal success as piracy in the

Horn of Africa has decreased to an irrelevant level

As we’ve just seen it is possible to find solutidosthe threats we are facing,

even at a european scale, what should encouragentiauing in this way.

(2) The solution for protecting both the specifational and common European
interests, which we can find in respectively in tlmember-states own and the EU
security strategies, all European member-stateslghme aware of those interests and

threats.

Awareness, which could be established under thei@esof EDA, provides for
understanding of the capabilities which are neddedffer a adequate response. This
study should result in a 'wish-list', stating whigtilitary capabilities are needed to
protect the common European interests. Importamtedis citizens of Europe should be
made aware of these threads and interests. Witlatveeness, support, in effect ‘hearts

& minds', for defense will be established.

Secondly, now there is a clear image of all comnamw specific national
interests, the EU member-states, perhaps in smeadialitions, can easily pin out
overlap in those national interests, i.e. formulaexmon interests in a bi- or trilateral

size. These smaller coalitions will find mutual b&hin countering these together.



It must therefore, like with threads and interdst¢ clear what the niche

capabilities of the memberstates are.

Smaller coalitions which face the same threatsulshan good conversation
assesse which military capacities are needed tatepwhose threats. Here the niche
expertise of each state could be completed by &ipadties of the other states in the
coalition, which will result in a comprehensive aes. Thus, task specialisation occurs

and effectiveness and lower costs will be the tesul

Such scenario can be explained by looking at astioesd. The board represents
the battleground and each chess-piece holds its spegific capabilities which is a
unique asset in helping conquering the enemy. @mabalitions fighting the same
enemy, could determine which state delivers whlotss-piece.

Initiatives to cooperate on a bi- or trilateral isamay not found ideal, but they
should not be disapproved since they entail a ladyantage. If small coalitions of
member states obtain a focus on a special taskintedjigence gathering from out of
sea, their assets and excellence can be of hugeiasgiving effect to the European

and national security strategies.

Hence, the fragmentated availability of defenceiggent can effectively put in

work.

Common threats should be approached and countetedh& whole European
coalition. Member-states should contribute by deiivg those assets which together

form all the needed chess-pieces.
Cooperation, interoperability & standardisation

Inherent to complementarity and cooperation is ddssisation of military
means, in order to increase interoperability. Notyomilitary means, but also the

training and competences of the forces should kentanto account.

Especially in the areas of facilitating the higlolence level, for example air-to-
air refueling of jet-fighters or bombers, coopeyatand a high level of interoperability
should be established. Relatively simple meansh siscthe uniforms of the forces,
should be in such way the same that they coulddelled together, i.e. they can be

washed together on the same temperature.



A solution for tasks which might be political camtersial to cooperate on, such
as cyberdefense, need guidance from 'above'. $netkample, an European Expertise
and Counter Cyberdefense organ should be estatblisHere, like at Europol,
intelligence should be delivered by memberstatesrd@er to enrich it. After the intel is
enriched, the specific state determines which attetes may have access to the data. In
such way, a healthy balance between intergouvertaiitgnand suppranationality can
be found.

(3) The given solutions as been written in the fgney chapter, may increase the
effectiveness in dealing with threats and interestisin the European Union as well as

outside European borders.

But as we know, the process and outcomes regaroimementation of
solutions that have been given rely on the devotma support of the national
institutions as well as the European institutiongt to forget the importance of the
support of citizens of the Union. It is inevitaldleat in the process of implementing
solutions or new policy measurements, the Europdaion must deal with political
hurdles. The question rising is: What political dies does the European Union have to
consider and may face in the future to guaranteet@amake sure the outcomes are the

same as the political institutions in Europe ad a®lthe European Society expects?

Let us begin with the economical and financial isridn times of economical and
financial crisis in a Union where the member staiesend on each other for stability of
both economy as financial state, a new form of seepticism may occur and grow,
because economical and financial unstable mematsstdemand more solidarity. That
opens the discussion to the limits of solidarityhiv the Union, not only at political
level but also at other levels in the EuropeanetgciFor the economical and financial
weaker countries to gain and guarantee stabilitg oertain future, they give up some
sovereignty. For stronger states in this, it metey need to invest in the less stable
countries to prevent that their own national ecopand financial stability will be
negatively affected. With the demands of the irdéamal institutions that comes with
the financial support for the national economy eed of help, the citizens of these
states suffer the consequence at short-term, fample with the cutting-budget
policies. The more stable states that lent mometerms of solidarity, may find in their
national society some doubts about the purposdtancesults from this investment for

their own national economy and financial stability.



In both situations, there is fertile ground forgth of this new form of euroscepticism
among the people of the European Society: whethemaore stable or economical

instable countries.

A second political hurdle the European Union fasethe need of a long-term strategic
plan, that as general Yaniz was saying in his lectluring this conference, is now
relying on the European Agreement of 2003. Moregsfeort term thinking seems to be
having more attention at national level, above Idagn thinking because of the

democracy.

A long term strategy at EU level may ask an investimn terms of money and/or
changes in institutions that may influence the pemty of sitting parties in each
member-state. Thus, the political costs of longntstrategic planning may affect the
lenght and difficultyof the process gaining a laergt strategic plan in defense for

Europe.

Not only are the political cost of interest in nagithe longterm strategy as a political
hurdle. As well as in the case of the economicaesrt its raising the question of
sovereignty and solidarity. For example, do the ipenstates support standardization

and furthermore; at what level?

“You should know both young and not so young”, Sagheral Frederico Garcia during
his lecture when we’re talking about awareness efeBce in Europe. The lack of
awareness has a great impact in the majority ofrtbmber-states societies. It is crucial
that the national parliaments and European sosigbport the solutions and the process

of implementing them.

The lack of awareness leads normally to a poor ggap citizenship, and then increase
the disbelief in European institutions. In order siaccessfully implement solutions,

awareness is fundamental.

(4) Having said this, it is understandable that sleiety should be the core of the
European policies, even when it turns to defenak saturity — in fact, the European
project has been thought and idealized for the llgeop

For the future, Europe needs a more active andvatetl society. However, we should
also demand for more information, awareness amspaency among the European

institutions and the member-states.



In the one hand, Europe needs a clear defenceesuity strategy that considers not
only today’s interests and threats, but also thatotes the human dignity and security,
freedom, democracy, equality, the rule of law dr&lrespect for human rights, as stated
on the Treaty of the European Union, article 2.sehare actually the principles which

unify every 28 State-members, despite all the difiees.

In the other hand, with a defined strategy, Eunopist take into account that its society
and each European citizen has the right to be wkdkmed on defence and security,
even though it is a sensible sector. In our opintbis awareness should start in the
early ages and should be common — here, the youthpEan population plays an

imperative role. It is important that the Europesiiizenship starts from the very first

beginning. In order to achieve that, it is our ustending that the instruction is the key.
An educational system that includes both the nati@md European most important
historical facts which have contributed for the elepment of our continent for the last

centuries, since the Roman Empire.

The future of the European society needs coop@raa integration. Moreover, the
common policies should be clear and spread amamd:timopeans as far as possible.
Youth, education, solidarity and transparency ae flactors to keep the idea of Europe

alive.



The Future of European Defense

Paper working group 6



Introduction

As part of the Eurodefense conference 2013 in Toledo each working group has been assigned
to write a paper about a specific topic. This paper is written by working group 6 and covers the
future of European defense. First it deals with what the group members consider the main
threats for and interests of the European continent, as well as the main goals and priorities of
the EU. The writers then summarize shortly the main roadblocks of European defense

integration, followed by the recommendations to pass by or demolish these roadblocks.

The defense of the European citizens, Europe’s territorial integrity and its interests are
ensured, mainly, by NATO and the EU. As a product of the Cold War, NATO has established in
article 5 of the military treaty that an attack on one member state is an attack on all members
states. This article has been the single most important notion of deterence against potential
security threats against Europe. In the Treaty of Lisbon the defense and security policy have
been established by the Article 27 of the Treaty of the European Union. The common security
and defense policy are there to ensure the maintenance of peace, conflict prevention and
strengthening international security in accordance with the principles of the Charter of the

United Nations.

The main purpose of European defense is freedom and security of all its members which is
ensured by both political and military means. However, despite recognizing the merits of the
defense mechanisms and structures that we already have at our disposal, we should not fail to
see that the emergence of new threats (terrorism, cyber security, piracy, etc.) which represent
a clear challenge to Europe. Consequently, Europe must be capable to adapt to these new
threats and be ready to respond to them. In this sense, it is equally essential to streamline
decision making mechanisms and to underline the necessity of increasing collaboration

between the two bodies mentioned above, since the future of Europe depends on it.

The analysis of European interests and threats that are connected to these interestsm lead us
to propose some measures in order to strenghten European defense capabilities and to
reinforce Europe on the international scene. The next chapter will deal with what we consider

to be the main threats to European security, as well as Europe’s interests.

The future of Europe, threats and interests
As Javier Solana stated in 2003, “As the EU grows to encompass 25 countries with some 450

million inhabitants producing one quarter of the world’s GDP, we have a duty to assume our



responsibilities on the world stage. As a global actor the Union must now face up to its

responsibility for global security.”

When listing recommendations for a comprehensive and durable foreign and defense policy,
one has to start by listing the concrete interests of the European Union. When putting the
most important threats that correspond with these interests it becomes possible to identify

the gaps in EU policy.

Today the EU’s most significant asset is its economic weight, being the largest economic entity
in this world, it is clear that maintaining and increasing this is a key interest of the EU. The
general economic interest is heavily depending on some specific pillars, such as international
trade routes, international rules on trade, a constant and secured stream of raw materials,

with a special emphasis on energy resources, and competitiveness.

There are some immediate security related threats that can be seen as forms of interference
to our economic interests. First, there is the safety of Europe’s network of international trade
lines, being possibly threatened by rogue states or pirate activity, the complete security of
these is hard to maintain. Secondly, there is the non-compliance of international rules by
other countries, which could have its negative impact on the EU’s economy. Third, it is
necessary to acknowledge the various territorial disputes concerning some strategically
important resources. In this field the Arctic region and Eastern part of the Mediterranean have

the potential to both lucrative and heavily disputed.

Not all threats to Europe’s economic interest are posed by other countries in this world. In the
last decades global warming can be considered as an important variable which could affect the
Union in different way. First there is the melting of the North Pole, which already has been
mentioned above. Next, it is likely that drought can seriously impede crops in the southern
member states, which immediately will make fresh water a scarce good comparable to oil, gas
and minerals. This comparison makes it easy to estimate the possibility of violence between
countries for access to fresh water. Finally, there is also clear proof of greater chances for
natural disasters to hit the Union and form a great challenge for the member states.

Next to economic interests we have to assess the European interests and threats that are
related to security and security in a more general way. When reading the European Security
Strategy of 2003, a stable Europe in a stable neighborhood sums up nicely the EU’s main

interest in this field. This stability has to be achieved on both economical and political level.



The Arab Spring did not change the fact that Europe is surrounded by a wide range of unstable
countries, of which some are parts of rather inflammable situations. The largest threat to the
interest of stability can be summarized under the overarching issue of failed states. Of which
nasty side —effects can be identified but not limited to; organized crime, terrorism, regional

instability, etc.

All the issues mentioned above are threats and interests that are all well-known. Although it is
impossible to look into the future, one should be able to at least try to identify possible
developments that might be still under the radar. One could think of regional separatism, large
immigration flows from new areas of war, the outbreak of pandemics, the uncontrollable rise
of technological advancements which may create benefits as well as new threats and a major
catastrophe such as a tsunami, earth quake or volcano eruption. Even as these situations may
seem unlikely and hard to predict, Brussels ought to be planning for these “unknown

unknowns’ just as it is for known problems and challenges.

Goals and priorities

Keeping in mind the above interests and threats which are the starting point of any kind of
defense strategy on the European level, we have decided to identify the main areas that the
EU should focus on. In order to define the main framework for the future of European defense,

we have to identify the core values any strategic paper has to take into account.

When doing this, the protection of European territories and its citizens against international
threats is the main and obvious priority. Ensuring the security and integrity of territory is the
main task of any state, as it is for the European continent. Needless to say, this is the main task

of the military.

The next goal is our European way of life that has to be preserved. More specific, the
combination of our freedom and rights, together with our great economic prosperity are
things that are worth fighting for. We believe that these are essential to our European

identity.

All of this cannot be achieved without a robust external dimension in European policy, where
the role of the military should not be underestimated. In this changing multipolar world order,
Europe has to protect its position on the international scene as well as its overseas assets that

contribute to our security and welfare. In order to address the security and development



nexus, the EU now tries to implement a comprehensive approach, using both military and
civilian tools (humanitarian assistance, development aid, etc). Even though the EU has already
launched several missions and has created several ambitious policies like the ENP, more efforts
in this field are necessary. At this point we have to underscore the fact that the individual
member states do not have the necessary capabilities to protect their worldwide interests in a
sustainable way. Consequently, a joint and well coordinated European approach is crucial to
ensure our security and way of life. In addition to this, there is the worrying fact that the other
great powers in this world do not hesitate to strengthen their position. Examples are the vast
Chinese investments in the African continent; their growing economic presence within some
crucial European markets, as well as the large Russian share in the European energy supply are
just some examples of how Europe’s position is being affected. This increase in activity from
emerging powers in the European neighborhood comes hand in hand with a larger presence of
those countries” navies, which again shows the importance of the military component in

foreign policy.

When all of the interests mentioned above are assured, then and only then, we can start to
assume our international responsibility and promote our ‘European’ values abroad. Some of
the noteworthy concepts behind these values are human security, responsibility to protect and
the promotion of democracy and human rights. These core principles constitute the existing
framework of European foreign policy and should be preserved and reinforced. This will
consolidate Europe on the international scene as a unique actor and will legitimate its position

as an essential peacekeeping actor.

However, as the main priorities for Europe are identified, it becomes clear that a number of
challenges lie ahead. Europe is a patchwork of numerous states, peoples, cultures and
traditions. Flowing out of each state are numerous local and national interests, often in conflict
with one another. Military cooperation on the supranational level simply cannot be taken for
granted. The next chapter will deal with the most important hurdles in the way of European

integration with regard to security and foreign policy.

Roadblocks to military integration

In a changing global security environment it is paramount that the European continent is
willing and able to adapt to these changing circumstances. However, a number of seemingly
unsurmountable obstacles are plaguing the EU and NATO from doing so. Without going in

detail into all of the troubles that hinder European defense and foreign policies, they are



instead categorized below in three main themes: sovereignty, financial limitations and

institutional rigidity.

Sovereignty

The protection of one’s tribe, city or nation is the ultimate pivot of self-determination, since
this is about physical survival. In many national traditions, the military carries a cultural and
therefore an emotional component. The military tradition often defines a nation and its people
as nation-states have come to be created and defined by a violent past. Therefore, a state’s
security self-determination is the ultimate form of sovereignty and giving that up is something
not to think too lightly about. Sovereignty therefore is a major hurdle on the road toward full-

scale military integration, despite all the perceived benefits of doing so.

In practice, this translates into a number of challenges. A state is hesitant to send off its boys
and girls to far-off lands to fight a conflict that is not of its own choosing, where its interests
might not be compromised and where it is not under attack itself. It might have serious
reservations about having its troops serve under a foreign military commander or a flag that is
not its own. Moreover, in today’s European democracies politicians keep a close eye on public
opinion, which can easily turn against military adventures abroad. Although European states
cooperate in NATO and the European Common Foreign and Security Policy, these are not a
substitute for national foreign and defense policies but rather an addition to them. For these
and other reasons, heads of state are reluctant to give up decision making capabilities or even

share power in the institutionalized international forum.

Financial hurdles

A second major impediment to European military integration is cash, or to be more precise,
the lack of it. Already strained, Europe’s military budgets are consistently cut in the wake of
the financial and economic crises as well as changing public attitudes toward military
expenditures. Furthermore, as a result of European militaries spending separately on
capabilities procurement and R&D, it is believed that as much as 30% of total European
spending is wasted or spent inefficiently. The absence of standardization in weapons systems
also contributes to these inefficiencies as the cost of maintenance and replacement during
military missions go through the roof. Finally, financial hurdles as a result of institutional
rigidity are keeping Europe from creating the most efficient and effective integrated army it

deserves.



Institutional rigidity

Institutions are usually created in response to some kind of crisis, after which the rules that
govern the bureaucracy are set in place and the institution goes about dealing with the context
for which it was founded. However, due to changing circumstances the institution must adapt
and evolve constantly in order to be able to tackle these changes. One major problem with the

(non)governmental institutions of today is that they are unable or unwilling to change.

One major hiatus of the NATO rules of the game is that the costs of a mission lie where they
fall, meaning that any member state that volunteers to provide a particular set of capabilities
will have to pay for these expenses itself. This means that, apart from the political costs in
taking part in a mission as described above, it will also have to cover the financial burden for
its participation. As a result, member state free riding within the institution is a real possibility,
and it is a serious problem within NATO today. Changing this rule has turned out to be a great

stumbling block in the way of reforming the North Atlantic alliance.

Another example of institutional rigidity in NATO is its mode of decision making, which is based
on reaching consensus. Although the true power hierarchy between states based on military
capabilities can easily be discerned on the global stage, within NATO a country with no army
formally has an equal vote as the world largest superpower. This translates in all kinds of
structural problems, e.g. the schism between Greece and Turkey over Cyprus, pooling and

sharing challenges and zero-sum considerations between states.

The EU too has a number of problems of its own, including a lack of mandate in its foreign and
security policies as well as the absence of a formal relationship with NATO. “When NATO-wide
issues are discussed there is no pre-meeting of an ‘EU caucus’ which defines an ‘EU-view’ and
adopts a settled position to be taken into the discussion with the non-EU members of NATO -
primarily, the USA, Canada and Turkey’ (...)'The EU now has a Common Foreign and Security
Policy, its own diplomatic service and the possibility to generate, sustain and direct small scale
operations with military forces in the context of a Common Security and Defense Policy but
while the tools may be theoretically ‘available’ the political consensus and consent to use them

often is not” (Smith, 2011, p. 9).

However, when it comes to institutional reform or expansion, it is with the EU where the

greatest promises lie. The next chapter will further elaborate on these promises.



Recommendations

The task of this assignment has been to provide recommendations for the future of European
defense. A few caveats must be made before doing so. First, due to the limited knowledge of
this topic amongst all members of this working group, the task of identifying what concretely
hinders European defense integration as well as prescribing a solution to these problems has
been no small feat. Writing them down in a small paper within a limited amount of time is
quite a daunting task. Second, to be able to come up with creative, out-of the-box fixes for
European defense challenges —which have been already been extensively researched-, this can
only be attempted with the greatest amount of humility. This is why the authors have decided
to provide a rather concise display of the threats, interests, goals, priorities of Europe now and
in the future, as well as a more philosophical and abstract overview of the main hurdles to
European integration. Still, we have attempted to show ambition in the recommendations in

providing answers for European security of the future.

The first and foremost piece of advice this working group is happy to provide is for Europe to
solve the obstacles of state sovereignty when it comes to European defense integration. This
translates concretely into creating a European Army which is comparable with the French
Legionnaires but operates like the US military. Paying and recruiting fighting units is taken care
off directly by Brussels Military Headquarters, and will target individual Europeans. In doing so
the EU will simultaneously bypass national member states and their legislatures. The greatest
benefit of this new construction is that in the case of new security threats that require a
mission out of area, the burden of political responsibility is lifted from national polities and
transferred directly to the supranational. It removes the cultural-emotional component away
from national military traditions since individual casualties during EU missions are being
decoupled from nationalist preconceptions. It is the creation of a truly European army in which
individual Europeans have freely chosen to pursue a professional military career in order to

serve outside of their homeland and under a different flag.

Naturally, proposing such a bold initiative will raise a new set of challenges, including that of
legitimacy, operability, finance and the relationship with member states as well as other

international security institutions.

Legitimacy
The above recommendation has been done outside of the current political climate in Brussels,

disregarding the question whether the idea is politically viable or not. If taken into



consideration that the EU member states endorse the creation of a Pan-European army (Euro-
legion), member states will still hold the reigns in making decisions regarding military missions,
but at the same be spared from the political fallout that might follow. The High Commissioner

for CFSP, together with the European Council decides to create a new mission; the European

Parliament has the mandate of overseeing the mission.

Operability

With regard to operability, history has shown that units from different national and cultural
backgrounds are well able to operate together. On a tactical and operational level, European
land forces, navies and air forces continue to prove they work very well together in many
missions around the world. Surely a pan-European fighting force consisting of European

professionals can work to become an effective instrument of European security and foreign

policy.

Finance

Perhaps the greatest challenge ahead is finding the means to create such an army. But as is the
case in any policy domain, it will only be as successful as it the ambitions go. A Pan-European
army may start off quite modestly with only a few battalions of fighter units. A minor new
security threat that cannot be dealt with by NATO or the UN as a result of institutional
arteriosclerosis could then be picked up by the EuroForce, lest it has the appropriate mandate.
If proven successful, the fighting force will expand in size as time passes. Financing any mission
will come directly from the EU military fund, which derives its income from a European tax, an

appropriation from the EU-budget or as a percentage of each member state’s military budget.

Member states

There is a danger of overlap in missions and capabilities between member states, NATO, the
UN and the newly formed EuroForce. Conversely, this can also be considered as a kind of
‘competition” in the international security ‘market’. Security threats in the EU neighborhood
that cannot be solved by the traditional institutions or member states could well be tackled by
the EU. Member states are still free to pursue their national interests abroad but these might
as well be delegated to the EU. Budget cuts in member states can continue in earnest, going so
far even as to render national armies obsolete if states choose to do so. Military capabilities
owned by the state could be leased or even sold to Brussels. The national military tradition can

thus be upheld, even as it becomes a thing of the past.



International institutions

If possible, a direct link between NATO and the EuroForce must be pursued, and Turkey and
Greece must be put on severe pressure to comply. Even if a merger between NATO and the EU
is not possible, the transatlantic treaty should be maintained at all costs. The creation of a
European army should be organized as to incentivize pooling and sharing of military

capabilities, as well as the standardization of weapons systems.
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European Defense Industrial and Technological Base (EDITB) Challenges

Introduction

Since 2008, the world is facing one of the most important economic and
financial crises of its modern History. Europe is probably the continent that is
the most impacted with an explosion of its debt as well of the unemployment
rate all over the European countries. As a consequence, the European

governments are decreasing their budgets, including defense budgets.

Today European defense industries are in the leading group of world
defense industry. The European defense industry makes a major contribution to
security and defense of European citizens, but also to the European economy.
It is the responsibility of the European policies to protect such a technological
and industrial base, to be more efficient and competitive.

Nevertheless, a decrease of the defense budgets also means a decrease of
the weapon procurements, threatening the stability and the sustainability of the
European defense industry and its technological and industrial base (EDITB) as
well as the jobs related to these activities. This situation is a major challenge to
address for Europe, in order to save jobs and to preserve our strategic

autonomy for the future.

Such an EDITB is an important prerequisite for an effective Common
Security and Defense Policy (CSDP) which is designed to provide the EU with
the capacity for autonomous action in order to respond to international crises. A
competitive EDITB is also required to give Europe the ability to cooperate
internationally in the development and production of defense equipment. Such
an EDITB will need also to be more integrated, less duplicative and more

interdependent, i.e. more effective and more efficient.

Taking this context into account, the European Institutions have to contribute
to address and to accompany the transformation strategy of the European
defense industry. In May 2007 Member States already endorsed a strategy to
create a stronger EDITB, focused on meeting the real operational requirements
of the Armed Forces of the future, able to rapidly exploit the most promising

technologies and be more competitive both in Europe and around the world.
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Therefore, we have to put the emphasis on the need to preserve the EDITB
but also on the way to do so. For this purpose we suggest in this paper
innovative solutions to ensure a better cooperation between EU Member States
in this field.
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1. Secure capabilities to address future threats, why the
EU has to preserve and develop its EDITB

In a moving strategic context, the European Union is facing the emergence
of new threats such terrorism, cyber threats, insurgency, mass movements
(riots), chemical and biological threats, and other known and unknown
upcoming threats. However, budgets for defense are decreasing, not only due
to the economic and financial crisis but also due to low political priorities for
defense expenditures and societal support in most of the EU countries.
Nevertheless, the recent shift of the American priorities, moving to Asia, forces
the EU to adapt new responsibilities in the field of defense. The EU should
become aware and to act upon this new reality for the simple reason that the
EU will no longer be able to solely rely on the US to ensure its own security;
without prejudice of the NATO treaty provisions. This shift must not be
considered as a negative development, as it offers the opportunity to the EU to
develop its own strategic concept for its defense but also to develop its

technological and industrial base.

Taking into account the above mentioned constraining economic situation of
the European countries and the dynamic geopolitical context, the EU members
need to preserve their high level equipment in order to be able to address to
different conflict situations all over the world that could threat the security of the

European Union and its citizens.

Indeed, despite decreasing defense budgets, the EU committed itself to
the Responsibility to Protect. This includes the protection of both citizens on
European soil as others in need outside of the EU. This responsibility requires

that the EU and its member states have the appropriate means to do so.

Nevertheless, these security priorities cannot be disconnected from the
economic field. Indeed, the EDITB represents 300.000 jobs across the EU
and an interesting part of the exports of some European countries. Therefore,
the preservation of this capacity also means the preservation of thousands of

jobs, an absolute necessity while the unemployment rate is continuously
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increasing since many years now. Moreover, It must be recalled that numerous
technologies developed for defense capabilities are also used for civil purposes;
contributing for example to the improvement of the health, or communication
technologies. The dual use of these technologies would also ensure the EU to
keep a high level of standards in both field, and to develop its exports thanks to

innovative products.

Finally, the last but not the least, the EU has to protect, to preserve and to
develop its industrial and technological base for defense matter in order to keep
its strategic autonomy, including towards its traditional allies. That means that
the EU would be able to develop a strategic vision, commonly shared between
the EU member States, of the needed capabilities for the next ten to twenty
years as well as to ensure through this strategy the ability to keep the highest

level of performances able to fulfill the committed operational requirements.

In such a context, the easier way to save jobs and to preserve this strategic
autonomy is to put in common our capabilities including in the field of research
and development. Indeed, the time frame to develop new capabilities is not

aligned with the political

2. How to preserve our EDITB

Enhance cooperation

Member states within the EU still have the tendency to invest in their
research and development on a national level, while seeking cooperation with
other countries, especially in an early stage of new research initiatives is still not
a common practice. In order to solve this issue to the role and responsibilities of
the EDA should be extended.

So far the significance of the EDA is only limited. For the 27 participating
Member States it is not evident to use the Agency as a vehicle for cooperation.
The projects that EDA implements are relatively small in budget and scope and

can therefore have only limited impact.
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The EDA is now in function for almost ten years but so far it has not
managed to be an indispensible player in an EU where decreasing defense
budgets are a reality and pooling and sharing is indispensible for member states
in order to maintain their operational capabilities. On the contrary, in setting
priorities for spending on defense, EDA only plays a negligible role. The
Lancaster House agreement between France and the UK on enhancing
defense cooperation is an example of the Agency’s minor role. While EDA could
offer a framework for cooperation, France and the UK decided to follow the

bilateral route instead.

In order for the European Defense Agency to obtain a key role within
defense cooperation within Europe, its mandate should be extended and its
budget should be increased. With an increased budget EDA should for instance
initiate a large pilot project where Member States are invited to jointly develop a
key capability, for instance a new helicopter. This project should be managed by
EDA. With such a project EDA will be able to demonstrate its added value and
the Member States can get more acquainted with the idea that for the

development of new capabilities EDA is the first place to go.

Another suggestion for enhancing cooperation within the EDA framework is
that Members States should be obliged to report to EDA on new research
initiatives in the field of defense. With this information in hand EDA can advise
the Participating Member States (pMS) on seeking cooperation with countries

with similar plans in a more structured fashion.

Cooperation between key stakeholders

A stronger EDITB could also be achieved by encouraging the cooperation
between Industry, Defense Research Organizations, Universities, SMEs and
end-users. This could be done through only awarding EU funded research
projects and nationally funded research projects that include the participation of
all these stakeholders. The input from these players will improve the usability
and relevance of the outcomes of research projects, thus strengthen the EDITB.
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European Defense Industrial and Technological Base (EDITB) Challenges

Introduce standards for the industry

The countries and companies, which are going to participate in common
projects, need to approve and recognize standards as common rules inside
their businesses model. The main objective of the use of standards is to give
countries and companies the chance to follow the same rules and to have
access at some kind of technologies. The use standards will avoid
incompatibilities and increases the quality of projects. The EDA should be
responsible to draw and develop standards but also to supervise the

implementation of the standards.

Common strategy for Security of Sources (SoS)

The EU, including its Defense industry is for a large extend dependent on
resources from outside the EU. Oil, gas, minerals including rare metals are
guintessential for the production of advanced technological equipment. In order
to facilitate the strengthening of the EDITB access to these sources should be
ensured. The only way to achieve this is to align the interest of all member

states and to define a common strategy for securing these sources.
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European Defense Industrial and Technological Base (EDITB) Challenges

Conclusions

As we have seen before, there are several challenges for the defense of

Europe from an industrial and technological perspective.

« If we make an effort putting together our technological base we will
be able to combat the threats that Europe is facing in a better way, and
to compete with the emerging economies in Asia and the new strategic
priorities of the USA.

« We have to adapt our agreements for defense cooperation to the
current situation of our capability needs, economic abilities, and to new

concepts of defense.

The solutions we suggest are the following;

« EDA should become a more important player in enhancing the
EDITB. A first step is to increase its budget and to extend their

responsibilities.

* Not only defense companies, but also other stakeholders should

be more involved in the process of strengthening the EDITB.

» Standards should be introduced to foster interoperability and to

improve the usability of new technologies a system of systems.

e The last proposal for strengthening the EDTIB is to develop a
common strategy for Security of Sources (SoS). Without secured access
to sources, the EU and its industrial and technological base are no longer

in the position to be competitive, innovative and able to face new threats.

To end, in order to strengthen the EDITB, we have to think in an
optimistic way, where the countries of the EU have a common vision for the

defense of Europe.
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Introduction

The Mediterranean forms the southern border of the

European Union. It has been the home of the
civilizations of the European continent. In today’s
Mediterranean forms both a border as a highway, all
defend the European Union as projection its power b
European continent. Looking at the Mediterranean as

it brings with it problems in the field of immigrat
smuggling, drug trafficking and terrorism. Looking
Mediterranean as an area for projection power, we n
this area is currently an unstable area. The Arab S
raging at the borders of the European Union and the
stil remains if the EU should intervene. There is
guestion if Turkey should be allowed in the Union o

the pro and cons of letting Turkey join the EU brin
solutions as new security problems and brings with
problem of resolving the situation with Cyprus.

Last, the influence of the EU goes beyond the Medit
Areas like the Horn of Africa, the Sahel and the ol
colonies are important both for our security as for
economy.

This paper tries to identify the threats this area
to the security of the European Union and to give a
to deal with these threats. Given the nature of thi
multiple solutions to these threats are possible, s
would fall outside what is written in this paper.

1. Geography of the Mediterranean

a. North versus South

By dividing the Mediterranean into a northern and s
area we can see that the Mediterranean forms a bord
north we have the European Union while the southern
made up by the different countries of North Africa.
Mediterranean also forms a border between a rich wo
north and a poor world in the south. This differenc
economic wealth is the cause of the mass migration
from North Africa to the European Union. The effect
migration are the most visible on the Italian islan
Lampedusa where thousands of refugees arrive every
Despite the best efforts of the Italian coast guard
services, they are unable to curb this migration. T
migration is also visible at the area near the Stra
Gibraltar where there is migration from Marocco to
also between north Africa and Malta. Although this
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is less known throughout the European Union since t he problems
at Lampedusa are more reported in European news age ncies.
Likewise, there is a migration stream between Turke y and
Greece that is in need of an urgent focus as Greek law
enforcement agencies are hampered by the European b udget cuts.

With the mass migration of people between the two

continents we also see organized crime popping up. Smuggling
and drug trafficking between Africa and the Europea n Union are
old news but they are still an important security p roblem for
the Union. Well financed and well organized, with a ccess to
both European and African markets to get their equi pment, the
organized cartels are capable to adapt themselves t 0 new
security measures made by European law enforcement agencies,
allowing them to stay ahead of the game. This force s the EU to
keep adapting their strategies and tactics in this everlasting

game of cat and mouse.

One type of these organized cartels are terrorist groups.
Just like organized crime organizations, terrorist
organizations are very well funded, highly adaptive and mostly
ahead of the security forces. The most dangerous of these
terrorist groups for the EU is the Al Qaeda in the Islamic
Magreb (AQIM). The AQIM has been responsible for se veral
terrorist attacks both on the African as the Europe an
continent. It is not old news that their members in filtrate
Europe through Spain, blending in with the local po pulation.
Once inside Spain, they are capable of traveling fr eely

throughout the Shengen Zone.

Hence, we can see that the north versus south appr oach of
the Mediterranean reveals security problems that ar e most
related to the field of Law Enforcements. One of th e major
problems in countering migration, smuggling, drug t rafficking
and terrorism across the Mediterranean is the sover eignty of
the member states of the EU. By this, we mean that most member
states are standing and acting alone while these pr oblems
affect the whole EU. A better cooperation between t he member
states in the field of law enforcement is needed. T here is a
need for a better integration of the several law en forcement
and border guard services of the involved member st ates. Joint
task forces, legally capable of operation in each o thers
territorial waters, could be one solution. A full s haring of
all the information between member states would all ow faster

and better action of the law enforcement agencies.

A common juridical system with uniform law, and mo re
important, uniform punishments in all the member st ates are
also a solution. The problem with the different nat ional laws
is that they envision different punishments for the same



crimes. This forces criminal organizations to shift
activities to the member state with the weakest pun

We must also realize that the countries at our fro
are our border states. They are the buffer to our h
Shengen zone with free movements of goods and peopl
good but the Shengen zone is a dangerous system con
European security. Once the border has been crossed
breached, free travel is allowed. By excluding the
states from the Shengen zone, we would be capable t
second border for our security, namely the borders
border states and heartland states. We are not sugg
whole exclusion of the countries. In this system we
proposing persons would just have an identity check
of their driver licenses or identity cards, and not
special passports. Since illegal immigrants do not
papers, they can be intercepted at this new border

Finally, the EU should try to project soft power i
countries of northern Africa. By promoting and secu
economical and political stability as well as human
As for instance reinforcing and bolstering the law
services of those countries, the EU would manage to
the above mentioned problems. If we could stop thes
problems in their countries of origin, we would nee
measures of our own to protect the EU.

b. West versus East

Looking at the western part of the Mediterranean we
strong representation of European forces in this ar
western part includes Spain, France and Italy. The
part is only represented by Greece and Cyprus. Both
countries are in an economic crisis, forcing them t
their armed forces, thereby decreasing the presence
in the eastern part of the Mediterranean. Today, th
part is forming the most important part of the Medi
The Syrian civil war, the unresolved situation of C
presence of a Russian fleet and the Egyptian contro
Suez canal that is the European gate for its overse
with Asia are all important security issues for the

There is a need to shift military forces from the c
western part towards the military and politically m
important eastern part. The best way would be the c
an European Mediterranean fleet. This fleet would b
operate in each others waters and making use of eac
ports freely without the need for diplomatic cleara
fleet would be allowed to position itself in any cr
within the Mediterranean, acting both as a deterren
enforcing factor for backing up the EU political po
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Important for this fleet would be standardization o
military equipment. With standardized ships, planes
weapons, we would make maintenance easier and have
direct view of the capabilities of the military equ
an example we would like to point out the FREMM fri
program between France and ltaly. It was envisioned
countries would end up with the same type of frigat
however, further specification of these ships happe
national level, allowing for differences between Fr
Italian FREMM frigates.

2. The unstable eastern Mediterranean
a. The Arab Spring

The Arab Spring caught the EU, and the whole world,
surprise. However, even after the first days and we
the EU still unprepared. The EU had no plans envisi
mass migration of Libyans and Tunisians from their
thereby overwhelming mainly the Italian coast guard
enforcement agencies. The EU neither envisioned
possibility that radical islam elements within its
population would take up arms and fight in both Lib
Syria. The EU still hasn’'t a solution for the probl
fighters could cause once they return to the EU.

The Arab Spring also showed that the EU lacks the m

power to back up its foreign policy. This was clear
visible in the opening hours of the NATO interventi
Libya. It was clearly that the EU would be in charg
intervention and that the US would not be involved.
EU needed to rely on the US warships and submarines
a mass attack with Tomahawk cruise missiles to make
breaches in the Libyan air defense before the air o
could begin.

This shows that despite the large defense industry
EU we are still dependent on US military hardware i
crucial fields. This was true in the field of ship
cruise missiles for land targets during the Libyan
although the French are now developing these missil
their own ships.

Also the lack of aircraft carriers was noted during
Libyan operations. For the time, the French carrier
Gaulle is the only operational carrier in the EU. |
several years before the 2 British carriers of the
Elizabeth class will be operational, bringing the a
carriers up to three.
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The lack of aircraft carriers hampered air operati
above Libya. Land based aircraft operation as far o
Greece needed a long transit time towards their tar
This caused for a low amount of daily air strikes a
reaction time to strike important targets. Ship bas
had the advantage to take of several miles from the
coast, allow a higher frequency in sorties and a fa
response time.

b. The Syrian civil war

For more than a year, there is a strong urge in the
to intervene in the Syrian civil war. Recently both
the UK were prepared for an intervention on their o
backed down from this.

A crucial factor for the lack of intervention are t
Russian forces patrolling the Syrian coast. Althoug
officially there to execute an evacuation of Russia
in Syria, should this be required, these Russian fo
act as a deterrent. It is no secret that the Russia
the Assad regime and are against any aid that could
balance in favor for the rebels. The major question
or not the Russians are willing to intervene in the
on the side of Assad once the EU intervenes on the
rebels. We should ask ourselves if we are first wil
provoke the Russians by intervening in Syria and se
have the necessary forces of our own to deter any R
reaction.

c. Egypt

The events in Egypt should be of concern for the EU
access of the Suez Canal is paramount for our econo
import of oil and our bilateral trade with Asia dep
access through the Suez Canal. Granted that the cha
another Suez crisis or closure of the Canal are ver
would still benefit the most of a political stable
Indeed, we would benefit the most with a pro-wester
neutral leader in Egypt.

It was no secret that former Egyptian president Mor

increased Egyptian ties with Iran, even allowing Ir
warships to sail into the Mediterranean Sea. Giving
tensions concerning the Iranian nuclear program, Ir
warships in the Mediterranean can form a security r
would allow any conflict between the west and Iran
spilled over straight to Europe’s southern borders.

3. The Turkey problem
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Turkey is currently a rising economic power and for years
a very important regional power. Its economical ris e allows
for a modernization and expansion of its armed forc es. This is
clearly seen in its naval forces with the building of new
modern frigates. Turkey's long history has always b een
connected with Europe, rather than with its neighbo ring
countries. Allowing Turkey to join the EU would hav e several
benefits. Foremost we would gain strong military fo rces that
will  bolster the EU presences within the eastern

Mediterranean.

However, there are several disadvantages with allow ing
Turkey full membership. These are all in the field of border
security. We would gain borders with the Caucasus, Iran, Iraq
and Syria. We would see grave problems concerning t he fields
of immigration, drug trafficking through Iran and t errorist
infiltration from both the Caucasus, Iran, Iraq and Syria.
Since these new borders are all in mountainous area s with poor
infrastructure and low population it would be extre mely
difficult to keep these new borders closed or under complete
surveillance. Giving Turkey full membership would ¢ reate more

security problems rather then solving them.

Turkey’s entry in the EU is also tied with the fate of
Cyprus. Without a peaceful reunification of the nor thern and
southern part of Cyprus, an uneasy stand off betwee n Greece,
Cyprus and Turkey exists. Since Greece and Cyprus s till hold
an important vote for allowing Turkey in, any reuni fication
will have to happen on Greece’s and Cyprus’s terms, something

that Turkey would reject immediately.

Cyprus thus still remains a dormant conflict that s till
holds within it the potential to erupt. Should the Cyprus
conflict evolve into a war, we would find ourselves against a
state backed up by Turkey. We must ask ourselves if we are
willing to confront Turkey, a fellow NATO member in such a
worst case scenario. It is in the best interests of the EU to
keep the status quo at Cyprus or find a peaceful so lution that
is acceptable to both Greece and Turkey. But withou t a
solution for Cyprus, any membership of Turkey in th e EU is
likely to be out of the question. The recent discov ery of the
new found gas fields in the area are also a source of a
potential conflict between Turkey, Israel and Cypru S.

4. Looking beyond the Mediterranean

Does the security of the EU stops at the Mediterran ean?
The answer to that is definitely no. The one truth in security
affairs is that intelligence is power. Knowing what IS
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happening and what actors are involved allows the E U to give
an appropriate response. This is why the EU should reach out
as far as possible. The further our presence and in fluence,
the better we can spot a crisis that could harm EU interests.
The main question we have to ask is just how far do es the EU
have to reach out. Several key regions are already defined.

EU involvement stretches al the way into Africa whe re
several EU missions have been and still are taking place. It
is clear that our security interests are beyond the
Mediterranean. Even without the approval of the EU, member
states still have the freedom to intervene on their own if
they want. This was the case for Mali, where the Fr ench
government decided to assist the Malian government by direct
military action. French still holds the right to ai d his
former colonies even if their value is limited for the EU.
Still, by attacking AQIM terrorists in Mali, the Fr ench forces
prevented these terrorists from creating a safe bas e in Mali
from which terrorist attacks could be planned and t rained. In
this way, the French intervention does contribute t o the
European security although this is not overtly visi ble.

Another key area for the EU is the Sahel region. As

mentioned earlier, the Mali conflict saw AQIM terro rist trying

to overthrown the Mali state and setting up a Musli m state.
Such failed states could become a new Afghanistan i n that way
that it becomes a base area for terrorists. Knowing that AQIM
has already carried out attacks in the EU, we can n ot allow
such states to be created. This security issue was however not
seen by the EU council and forced France to operate on its own

without an EU mandate.

Several years ago, the EU decided to intervene in T chad,
more notably the Darfur region to protect refugees from armed
gangs operating out of Sudan. Although our security was not at
stake the EU decided to intervene in order to promo te
stability and peace. It was clear to the EU at that time that
the EU would benefit the most from a stable Sahel r egion.

Nigeria is also a country that should deserve the

attention of the EU. First, its oil reserves could be used to
enhance our energy supplies. The piracy activities in the Gulf

of Guinea are also visible in front of the Nigerian coast.
These activities could disrupt our trading routes w ith western
Africa although these are of lesser importance than our
trading routes in the Indian Ocean. Last but not le ast,
Nigeria is also the home of terrorist organization called Boko
Haram. Although Boko Haram is fighting a domestic w ar against
Christians in Nigeria we should make ourselves no i llusions.
The fact remains that Boko Haram has ties with Al Q aeda. These



Working Group nr. 9

ties are informal at the moment but if they are to be
strengthened we would see Boko Haram target more we sterns
working in Nigeria.

The most important action in Africa concerning our

security is the EURNAVFOR Atalanta mission at the H orn of
Africa. Here, in this remote area, local pirate gan gs have
shown that they are able to disrupt and influence o ur
commercial trade with Africa and our energy supplie s from the
Middle East. It clearly shows that small events in far off
places can have the potential of influencing our se curity if

we leave them unattended.

The Atalanta operation is also important for severa | other
reasons. It is the first time that a large amount o f European
ships from different member states are operating in the same
operation without the NATO framework that is normal ly keeping
our armies together in these kind of operations. In deed, the
Atalanta operation allows us to take the first step s of
operating all together without having the political problems
from the member states about questioning operationa | control
and rules of engagement. The experience that the EU is
currently gaining with the Atalanta operation can b e used in
the future for integrating the armed forces of the member

states into one organization.

The Horn of Africa is not the only place where pira cy is
having an influence on our trade. The Gulf of Guine a is also
an area that has a large pirate activity. Although this area
knows less trade then the Horn of Africa region and IS
therefore of less strategic importance, the EU shou Ild not
demise this area. Pirate gangs are more violent in this area
than they are in the Horn of Africa. The risk of ca sualties
and even the number of deaths is higher. One should also take
into account the large oil fields in front of Niger ia.
Securing our interests in this area could enhance o ur energy

security for the near future.

The Indian Ocean Region (IOR) is the most important

maritime region for the EU. The IOR holds our energ y supply
lines coming from the Middle-East, more notably the Persian
Gulf. It also holds our trading routes with the Asi an
continent. This explains why the EU is willing to i ntervene in
the IOR, more notably the Horn of Africa region, an d not in
the Gulf of Guinea. But just how far into the IOR s hould we
operate? Should we reach out as far as the island o f La
Réunion as the French would like? We should also ta ke into
account the rising power of India and their claims on the IOR.
Can we allow ourselves to turn the jurisdiction ove r the IOR
over to India and let them solve our problems? We c an not
allow to step back from this region since it is far to



important. A deep co-operation with India however a
create a more secure region that is both in our int
in India’s interests.

And what to do with the Persian Gulf? While tension

between Iran, the United States, Israel and the oth
states keep on rising, we have to take into account
Iranian threats of closing the Strait of Hormuz is
threat to the EU. Our dependence on the oil from th
East is far too important to just stand by idle. Th
back ups for its energy like oil from the North Sea
energy trade with Russia. Still, a conflict between
Gulf countries, Israel and the United States will h
consequences for the EU. Even if our trade is not d
the conflict would have oil prices rising, creating

on our economy.

All the above mentioned examples make it clear that
sphere of influence stretch out and compromise Afri
obvious that the EU should have a better co-operati
African nations. First there is the moral point. EU
states should still be concerned with what happens
former colonies. It is in the EU best interests tha
and maintain stable African states. The training of
armed forces, tackling corruption and enhancing the
system are several operations in the area of soft p
make a whole world of difference in Africa. But the
not be afraid of using hard power and act and fight
organizations that are aimed to overthrow stable Af
states.

Our co-operation with Africa also has an economic p
view. Africa still holds massive amounts of resourc
could be used to feed our industries and keep our e
running. Being able to exploit these resources woul
our economy for the next decades. The African marke
other end of the spectrum play a vital role as expo
for European products.

5. Conclusions

The importance of the Mediterranean can be viewed f

different points of view. Looking at this area from
south it forms the southern border of the EU. As su

should be vigilant concerning our border security.

Immigration, smuggling, drug trafficking and terror

threats for the EU. Better cooperation between the
states and one legal system as well as a revision o
Shengen Zone could help in curbing these problems.

time stabilization of the countries on the North Af
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and helping their law enforcement agencies would ad
layer of defense against these problems.

Looking from west to east we see an uneven balance
resources. The EU has powerful military forces in t
part but we are weak in the eastern part. The recen
like the Arab Spring show us that it is exactly thi
part that needs the most attention. An unified Euro
in this area, a kind of Mediterranean fleet, would
solution for this area. A fleet, under unified comm
with free access to each other territorial waters a
would enhance operations. This fleet would also enh
military power that backs up the EU foreign policy.

The Arab Spring has shown just how unprepared the E
cope with sudden events. The lack of military hardw
several fields still keep the EU depended on the Un
States. Work must be done to close this gap and dev
own capabilities.

Turkey holds the key of solving our lack of influen
the eastern Mediterranean and the Middle East. Maki
an EU member would however mean borders with the Ca
Iran, Irag and Syria. Given the geographic nature o
border it would create severe problems in both the
immigration, drug trafficking and terrorism. Even i
make Turkey a full member, a long term solution for
to be found and this has to be a solution that is a
for both Greece, Cyprus and Turkey.

Finally, the Mediterranean is the EU southern borde
the EU security doesn’t stop there. The IOR, the Ho
African and the Sahel region are important areas fo
security of the EU. It is the EU interests of being
involved as we can in these regions. The further fr
could handle and solve problems and conflicts, the
they become a major problem to the European society
could best be done by cooperating with African stat
creating stable states.

Finally, the European sphere of influence is being
compromised in the African continent. We not only h
duty to be involved in Africa on a military level,
fight rebel forces aiming to overthrow stable state
on the economic level. Africa could deliver the res
needed for our economy and create economic security
EU. While at the same time African markets can beco
important export markets for European products.
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Introduction

In December 2012, the Atlantic Council (a Washington DC based think tank with major influence on
US positions related to global affairs) issued a report entitled “Envisioning 2030: US Strategy for a
Post-Western World”, which aimed at identifying main challenges for the US at the global level in the
20 coming years. The identified issues are strategic for the US as they have direct implications for
their positions in a multipolar (or a-polar) world.

On the other side of the Atlantic ocean, such an exercise of prospective has not been realised yet and
is not foreseen in the coming months. Recently, European debates have been entirely and exclusively
focused on the resolution of the so called “Eurocrisis”. If the future and the sustainability of the
Economic and Monetary Union (EMU) are clearly of utmost importance, the European Union (EU)
should not focused only on its own troubles and should also keep an eye on the evolution of the
world in which it evolves and is enshrined.

Recommendation for EU policies

e The EU should have at its disposal a prospective and strategic direction, which should
provides European rulers with independents analysis on current and future challenges for
the EU. The current Bureau of European Political Advisers (BEPA) could usefully see its
mandate broadened and its means enhanced.

e The realization of a thorough analysis of what could be the role of the EU in 10 to 20 years,
on the model of the report of the Atlantic Council, should then the first task of such an
organism.

The objective of this report is to propose a first assessment of some of the challenges such a report
should tackle. Bearing in mind, the general objective of ensuring the security of European citizens
and interests worldwide, we decided to adopt a comprehensive approach in order to focus not only
on purely military (or national security-related) issues, but to integrate political, social, economic,
climatic factors that could have a direct or indirect impact on EU security and stability in the short /
medium / long terms.

The ambition of this report is not to be exhaustive but to propose some reflection lines and policy
recommendations for the EU rulers.




Climate change

Climate change is happening: temperature is rising, rain patterns are changing, glaciers and snow are
melting and the global sea level is rising. These changes are expected to continue and extreme
weather events resulting in hazards such as floods and droughts will be more frequent and intense.
The global temperature has risen by about 0.82 over the past 150 years, and is projected to increase
even more which raises the risk of dangerous changes for global human and natural ecosystems.
Some European regions are already particularly vulnerable to climate change: Southern Europe and
Mediterranean basin (increase in heat waves and droughts), Mountains areas (increase of melting
snow and ice), Coastal zones, deltas and flood (sea level rises, intense rainfall, floods and storms),
Europe’s far north and Arctic (increase of temperatures and melting ice),...

While United Nations Framework Convention on Climate Change has recognized the goal to limit the
global mean temperature, appropriate means to achieve such an objective are still uncertain. Polices
and efforts are necessary to reduce emissions in an effective way, even though climate changes are
to be inevitable. The preparation for a greater range of temperature increase and other climate
changes are important such as start thinking and dealing with risks and hazards, that are uncertain
and complex and that require Europeans to cooperate, to learn from each other and to invest in the
long-term transformations needed to sustain our well-being in the face of climate change.

Measures such as technological and engineering projects, green ecosystem-based approaches using
nature, and so-called soft measures (e.g. governance approaches to help communities cope with
risks) are possible solutions to this challenge.

This must be done in a coherent way through its integration in EU and national policies. There is still
uncertainty in climate change projections and it is difficult to accurately estimate the future risks as
socio-economic aspects are also changing, for these reasons these measures should be flexible
enough to cope with unforeseen circumstances and a range of future climate.

This carries a cost, but doing nothing would be more expensive in the long term. Moreover, investing
in the green technologies that cut emissions will also boost the economy; create jobs and strength
Europe’s competitiveness.

Identified risks and opportunities:

Impacts and vulnerabilities for nature, the economy and our health differ across regions, territories
and economic sectors in Europe. Some risks we are facing with this challenge of climate change are:
climate refugees, shortage of food and water, spread of infectious diseases which affect human
health and the impact in a negatively way of: tourism and infrastructure in general.

- Climate-caused migration is currently a manageable problem, but in a long term it could
spiral out of control. The term "climate refugees," is used in connection with those displaced
due to climate problems. The estimates for the number of those displaced by climate vary
widely. According to the Institute for Environment and Human Security, the number was as
high as 50 million in 2010 and 150 million people may by 2050. But the hardest question to
answer it's what to do for them. A big legal gap exists when environmentally displaced
migrants cross national borders. Since these migrants are not considered refugees they have
no legal protection. At the same time, it is unclear which international organizations should



take the lead on the cause. Climate refugees are a difficult problem for governments and
policy-makers due to the variety of environmental disasters that can have a lot of impacts.

- Food shortage. Food inflation is here and it’s here to stay. We can see it getting worse every
time we buy groceries, basic food. Wheat, corn, soybeans, and rice have been skyrocketing
to record highs. These sustained price increases will continue as food production shortfalls,
and it is likely that it continues to get worse and eventually become a full-scale global food
crisis. The extreme weather is the main contributing factor to the growing food shortage.
However, commodity speculation has also been targeted as one of the culprits.

- Water shortage. Water is life, sustaining ecosystems and regulating our climate. But it’s a
finite resource and Europe needs to learn the value of one of its most precious resources.
Competition for water poses a growing risk to the economy, communities and the
ecosystems. If climate change keeps raising average temperatures across Europe, water is
expected to become even scarcer in many areas.

Policy recommendations:

* Climate refugees: the setting up of an international framework / forum to tackle the issues of
climate refugees should be promoted by the EU at the global level.

* Integration of climate change related objectives / constraints in EU trade policies (which
would be balanced by enhanced competitiveness proofing of the policies) would enable to
better implement UN resolutions and international frameworks / agreements.

e Measures to encourage the efficient use of water include penalties for excessive
consumption and discounts for water saving are important, such as promotion of sustainable
agriculture (crops using less water, more efficient irrigation etc), development of alternative
water supply infrastructures, water efficient technologies (encouraging research on this
area).

Global security architecture

1. Proliferation of Chemical Weapons, nuclear weapons, IT weapons (Stuxnet)
The proliferation of weapons in the whole world such as nuclear, chemical, biological or unmanned

aerial vehicles and the access to electronics from anywhere, with the knowledge of this technologies
by terrorists, obligates the European community to establish an accurate control of the main
sensitive sources to these weapons. The EU should be concerned about the outcome of the Syrian
conflict. Syria possesses chemical weapons and there is a high risks that when the rebels would
overthrown the current regime, Al’Qaeda could use the chemical weapons in terrorist attacks in the
EU. Al'Qaeda has not ratified the Chemical Weapons convention, thus the OPCW could not use its
mandate. In addition there is the risk of Iran and North-Korea possessing nuclear weapons. The
control of the income minerals for weapons and also the management of the residual ones has to be
in account to avoid this proliferation in bad hands.

IT Weapons is also a vulnerable point in our society. The control of the internal and external
relationships and those of the organisations are crucial. The social engineering is a reality and lots of
the information can be observed by people whose intentions are not legal.




To show the gravity of the problem with viruses in critical structures, stuxnet virus attacked the
Iranian nuclear facilities. This kind of situations can’t be happened again neither in EU nor the rest of
the world.

Policy recommendations

e Focus on a stronger relation with Asian countries, that are developing more IT weapons, or
viruses to carry out cyber attacks and keep a closer relationship is needed. Not only to
control their activity, but also to share information and take a different point of view of the
main problems and mistakes of the systems.

e Control the main European servers to not be exposed to massive cyber attacks. Establishing a
proportional flux of information in order to not collapse the system and isolate it if possible.

2. Cyber Crime
Coordinated global cyber attacks are on the rise and there is a high threat that with cyber attacks

complete societies within Europe can be pulled apart (e.g. cyber attack on Estonia). The risks of cyber
crime are immense, not only for the economic, military and public facilities of the state but also for
individual people. The adoption by the US of strategy for the protection of cyberspace as part of their
“homeland security strategy” should be the opportunity for the EU and NATO to establish a legal and
common strategy to combat cyber crime and cyber war

Policy recommendations

- Invest in R&D of solutions aiming at the protection of the integrity and the enhancement of
resilience of the European communication system.

- International agreements aiming at the prevention and repression of cyber attacks should be
a political priority of the EU in its relationships with its strategic allies. A solid legal
framework about cyber space and a new global legal mechanism against global cyber attacks
is important to bring perpetrators to justice. The EU and NATO do not yet recognize cyber
attacks as military attacks, and therefore Article 5 cannot be applied. It could be proposed to
include the attacks perpetrated by States in the scope of this article, to blame authors of this
crimes and show the consequences to the rest of the countries. These cyber attacks not only
affect to the military to the main institutions, but also to companies and great producers of
energy and goods.

- A European Cybercrime Centre should be set up, with the objective to define a strategy, to
produce assessments of cyber threats, including trend analyses and forecasts as well as new
developments on the ways cybercriminals operate. Close cooperation between private
sector, research community, civil society, academia, Eurojust and organisms that avoid the
proliferation of free attacks from all around the world.

3. Neighbourhood Security
If we look to the recent events that have been taking place around the world in the last years, we

notice the trend invading every country, which is leading to an even more active participation of the
population of those countries in the matters that affect them directly, and that is creating an




instability in all the foreign affairs politics of everyone. The main example is the Arab Spring, and all
the revolts that keep occurring along the North of Africa and all the Arab countries, with no regard of
how civilized they are or the structure leading those countries. We should have our main concern
looking at the situation in the Sahel and the Maghreb, being more precise, in Libya, Tunisia, Syria,
and the countries of the like.

The influence of social movements in Europe against the governments, the financial system, and the
vulnerability of justice, that are a reflect of those happening in the countries mentioned before are
the ones that will define the decisions made to correct the path of Europe.

An overall security or defence strategy is necessary to become a strategic player, because the
challenges that keep appearing and piling in front of the European Union are not for the countries to
be faced alone, because their resolution and consequences affect everyone of them. Currently there
is a lack of long term perspective, being the way of dealing with the problems in the neighbourhood
are too narrow minded and focused only in patching the problem for the time, but with no
permanent solution in sight for them.

It’s in our common strategic interest to make the external policy of the EU consistent and to adapt a
EU foreign policy strategy that underlines external action and global issues.

4. Defence Budgets
Due to the financial crises and public opinion defence budgets have shrunk massively. Cuts in military

budgets threaten Europe’s position as a strategic player and the relations with allies such as the
United States of America.

A threat is that the USA will shift its priorities more to Asia. The EU should adapt its objectives to the
rest of the allies and also require them to support ours.

Policy recommendations:

- Increase EDA’s Pooling and Sharing and NATQ’s Smart Defence initiatives, in order to share
and to cooperate with capabilities. Standardization of means and personnel would be
necessary also to optimize resources, investments and time, which are crucial to the
coordination.

- Restructure investments to give priority to external security. Bearing in mind that the US is
dedicating 4.8% of its GDP to defence expenses, the collective commitment taken by EU
member States (during December 2008 European Council) to dedicate 2% of the EU GDP to
defence should be implemented through an adaptation of European Semester rules and
regulations.

Democratic accountability and sustainability within the EU

Since its creation, the EU and its member states promote the respect of the Human Rights, state of
law, solidarity and in this way, the security of the European citizenships. However, problems at local,
regional and national levels are growing up and becoming problems at the European level.
Corruption, economic crisis, and the raise of nationalisms are progressively turning European citizens




suspicious about the credibility and the quality of their governments, administrations and especially
concerning to EU institutions.

Therefore, one of the biggest issues is the raise of nationalism and how this problem can call into
guestion these European values, especially those values that concern the common European culture
and society. Nationalism have contributed to the formation, survival as well as the dismemberment
(e.g. former Yugoslavia) of states. It would appear, at first sight that the correlation between these
two processes is sometimes of a causal nature. That is to say that in some cases, nationalism is the
manifestation of democratic pluralism taken to its extreme in the negative sense and at other times
nationalism is the expression of social opposition to the lack of democracy.

The most common problems concerning to this subject involve problems of national identity,
territorial control, the relationship between governors and the governed, and the problems of
organizing individuals for the achievement of common purposes, that is to say, the use of the power
from the powerful to the powerless. In this way, if the European Union wants remain a relevant step
for its citizen, it is necessary to find a solution for this threat, both for the European citizens and
project, and for the locals of those countries or regions.

For instance, decisions taken within the framework of the European Semester aim at ensuring the
sustainability of the EMU through a necessary coordination of budgetary and economic policies.
However, the implications of decisions taken by the European Council on proposal of the Commission
can involve sometimes radical reforms with painful effects for EU citizens. Due to the lack of
implication of European and national parliaments in this process, the legitimacy of these decisions
are potentially fiercely questionable. The insufficient social acceptance and democratic control of
these decisions could throw a discredit on policies decided within this framework and on institutions
themselves.

Policies recommendations

- A better implication of European and national parliaments in the process of the European
Semester is inevitable to strengthen the legitimacy of decisions and policies adopted within
this framework. This strengthening would be a clear first step towards a more democratic,
and so, more sustainable Union as it would enable to shift main European debates from an
institution-based approach to a policy-based approach.

- European Union could also usefully create stability in Europe and beyond its borders, both
through the enlargement process as well as through a well formulated European
Neighbourhood Policy with the aim of enhancing prosperity in these countries and thus, the
security of the European Union. For this, EU should use a human security approach (i.e. an
approach more focused on the security of individuals rather than the security of states) and
for this, we need a domestic emergency service at global level and this would include “both
civiian and military capabilities”. Civilians to better understand the locals and an
international military cooperation not to impose its rules but because in this way those
organizations and states could share high-cost services saving some resources which can be
used in other problems.




European economy in a new globalized world

It is generally acknowledged that the 1957 Treaty of Rome and the subsequent creation of the EEC
(now the EU) have been a clear driver of European collective stability through the setting up of an
economic framework aiming at creating interdependencies between Member States economies and
providing prosperity and stability to their citizens.

Given the still strong (but converging) heterogeneity of European economies, societies and interests,
economic, social and political stability is still a major contribution of the EU to the maintaining of a
European collective security. The financial, economic and budgetary crisis the EU (more especially
the Eurozone) is currently experiencing threatens, in the short run, this stability and, in the medium
run, Europe’s security.

Moreover, the European economic model is currently challenged by the deep transformation of
global economic context and organization, which impacts directly the activities of European
businesses (even defence and security industry). The accelerated rise of new competitive and
attractive territories (e.g. so called BRICS countries), and the enhanced globalization of value chains
are challenging European positions at the global level.

This challenge in the short and medium term is mainly two-folds:

- Internal: how can we achieve timely the further integration necessary to tackle structural
imbalance within the Economic and Monetary Union (EMU) in a spirit of responsibility and
solidarity?

- External: how can we adapt our economic, social and industrial structures to the new
characteristics and trends of global economy and trade?

It is more and more obvious that a way out of the so-called “Euro-crisis” which would not take into
account these evolutions would not be sustainable and, so, would be doomed to fail. The ability of
the EU to remain a driver of growth and prosperity for European Member States and citizens and to
remain relevant at the global level is at stake.

This challenge, if not tackled appropriately by the EU and it Member States, would potentially
triggers risks for European security in the short / medium / long run

- The absence of solutions to major structural imbalances within the EMU is to enhance the
effects of the observed polarization of EU industry around Germany and Northern Europe
and deindustrialization of Southern Europe. The sustainability of the EMU model would then
be more and more questioned and an exit (more or less anticipated) of the Eurozone would
become ineluctable. A long period of economic and political instability would then be
probable.

- Alternatively, the design of a structural solution within the EMU which would not take into
account (notably through EU trade policy) the most recent evolutions of global trade
patterns would not provoke the expected results in terms of growth and jobs creation. This
failure, as it would most probably follow huge sacrifices from European population, would
then enhance defiance against EU and Member States institutions. Moreover, the EU would
then see its positions on global markets weakened. Finally, the EU would become less and
less relevant at the global level.



A mitigation of these risks should be a major concerns for EU (and national) rulers when it comes to
the design of new EU policies and planned reforms.

Given Conversely, this major challenge could be the opportunity for the EU to strengthen its
positions on global markets and to remain at the centre of global trade.

- Given the necessary fiscal consolidation within the EMU, it is clear that exports towards non-
EU countries will become more and more strategic for the EU, its Member States and its
businesses. The integration of this concern in the design of new EU policies would then
enable the EU to develop a true strategy to improve and better secure its access to emerging
fast-growing markets.

- The integration of this concern in policy design would then probably give the opportunity for
the EU to be at the centre of reforms of the global economic governance, notably through
enhanced and privileged relationships with BRICS countries. The experience acquired by
Europe during the current crisis would then most probably an asset at the global level to the
building of global solutions to transnational issues. This central position would certainly
enable the EU to exports its standards and norms worldwide.

Policy recommendations

- The design of a true industrial strategy at the EU level addressing both internal and external
dimensions is absolutely necessary to tackle efficiently the identified challenge. Such a policy
would have to focus on high value-added industrial activities and should take into account
differentiated approaches for northern and southern Europe, the importance and
composition of global value chains and the global strategies of EU main partners.

- Atrue acknowledgement of the current and future role of BRICS countries at the global level
would enable the EU to remain relevant in the long term, when it comes to world affairs. This
acknowledgment should be implemented through all EU external (trade, security
cooperation, development, neighborhood) and internal policies (e.g. R&D strategy, industrial
cooperation). For instance, the broadening of the transatlantic relationship to southern
America and western Africa countries would certainly strengthen it and would create a
relevant forum to tackle transnational issues (e.g. drug traffics).

- Finally, the definition of the security of trade routes and EU export capabilities as a common
strategic interest would make sense and enable a consistent approach of global affairs by the
EU.




Management of vital and critical dependencies

It is a fact that our nations have built themselves over the continuous draining of the natural
resources provided by our planet, and we grow clearly and greatly dependent on those resources,
because they sustain our lifestyle. But it is just the way things have worked since the human race
started living inside a society. The societies build themselves around a core consistent on the
insurance of the well being of their members, and to provide that welfare it needs to consume just so
it can produce.

But we are affording too much risks in this terrain, because we are sustaining our economy and, just
to be more accurate, our production, including all aspects involved in the production, because we are
treating raw materials coming to us from countries all over the world, mainly the north of Africa,
South America and Far Asia, which provide us with a constant supply of cheap resources, but are
deemed too unstable and always under the peril of being cut in any moment; and to move and
coordinate the processing of all that material we have built facilities with the technology provided to
us by other countries, such as China, Korea or Japan, that are our allies, but it creates an obvious
dependence on the maintenance and spare parts made by them, so that also is a strain on our
economy and independence.

Also, most of those resources come to us trough the north of Africa, and in a time of what seems a
continuous source of revolts and uprisings, even leaving the countries in the brink of civil war, that is
a really great risk we are facing, because we depend on those supply lines in order to have an
efficient distribution of, mainly, natural gas and petrol, and we are always in peril of having those
irreplaceable streams cut because of that instability. We also depend on the resources coming from
countries such as the United Arab Emirates and Iran, which, in the first case, are our allies and have a
really occidental-orientated mind, but will clearly ally themselves with the rest of the Arab countries
in case of conflict; and in the second case, those countries are the spark with the highest probability
of igniting the fire of war, that leading to the end of the deals with occident with the petrol and the
energetic resources we so much need.

The other face of the problem is the so narrow minded view we have in Europe, in the way of the
trust we give to other energy resources, giving the most of it to the nuclear energy, and allowing so
few credit to the clean energies, thinking that they are not enough to depend in them only. That
leave us with the problem that we have also to dispose of the products of the nuclear plants,
speaking of not only the radioactive metals, but also the water, which is a critical resource
mentioned before.

We have a lot of clear decisions to make in the future, if we want to reach a solution for those
dependencies we now assume and allow. We are not seeing that we are offered continuously a lot of
opportunities to solve our problems and lead our policies towards an improved production, free of
those needs and dependences, with new sources and resources.

Policy recommendations

- In a short and midterm way: the menace of the restrains in our supply routes, and the
flowing of the resources from the countries in where they are extracted; and the best thing
to immediately do is to guide our foreign affairs policies in ensuring the security of supply of
Europe and to prevent disruptions of value chains, the stability of trading conditions of these




resources, the maintaining of stability in those areas with the means necessary, involving
those from the guided negotiations and signing of trade agreements to the direct
intervention in the places which are critical to the safety of the goods provided. That does
not mean necessarily to develop an aggressive politic but to move towards the safety and
stability of our necessities.

But the most important solution, and the one that will produce its results in a very long term
path is the develop of what should be the future of Europe as an entity, the renewable
energies, which will produce a whole lot of clean energy, cutting ourselves from the
dependence of resources, do not require the processing of any material, and would boost
our economy in the way of releasing the restraint of the dealings with delicate, if not
dangerous, countries such as Iran or China. The point is to develop our own technology and
methods for the production, so we are not dependent in any way to the technology or
replacements from anyone, allowing us to even have the opportunity of export those
investigations and lead the way in all the world in that market. It is a very difficult thing to do
in times of restraint, but to give to our greatest minds the opportunity and budget required
to improve and develop is the best way to boost our economy, and keep growing as a
common unity, if we adopt the project under the European Union flag.




